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SECTION 1. CLEARANCE PROCEDURES

Part 1. FACILITY SECURI TY CLEARANCES AND DEN ALS

2-100 Lpplication. This part establishes” the procedures for granting

FCL's to contractors where access to classified information is required in
order to performtasks or services essential to the fulfillment of UA contracts,
subcontracts, projects, or prograns. This part also outlines the procedures
for the denial, suspension, or revocation of FCL's.

2-101 Eligibility for Access. Cassified information shall be furnished
only to a contractor or subcontractor who holds a valid FCL at the appropriate
| evel, has a need-to-know, and has the capability for safeguarding the informtion.

2-102 Facility Security C earances.

a. A FCL is an admnistrative determ nation that the facility is
eligible, froma security viewpoint, for access to classified i nformation of
the sane or lower security category as the level of clearance being granted.
FCL's W || not be granted to contractor activities |ocated outside the US.,
Puerto Rico, or a U S possession or trust territory. FCL's may be granted only

_ to contractors organi zed and existing under the laws of the U S. or Puerto

v Rico. Contractors organized and existing under the laws of a U S. possession
or trust territory may not be processed for or granted a clearance, except
with the prior approval of the Deputy Director (Industrial Security), HQ DIS
based on a case-by-case review of” pertinent and current laws to determne the
eligibility of the facility for the requested clearance. Facilities which are
determined t0 be under FOCI are not eligible for a FCL (paragraph 2-201).
Exceptions may be made when the foreign ownership or control emanates from a
country with which the U S. has entered fornal reciprocal arrangenents (see
paragraph 2-117). A FCL (or interim FCL when so authorized) is required for
prospective bidders or contractors prior to granting them access to classified
information. Cassified information which is of a higher category than the
| evel of a FCL shall not be disclosed to that facility, its representatives,
or enpl oyees, except to enpl oyees as authorized in paragraph 2-301a(2).

b. As an energency neasure and in order te avoid crucial delays in
precontract or contract negotiations, the award of contract, or the performnce
on a contract, an interim FCL based on | esser investigative requirenents may be
granted on a tenporary basis, pending the conpletion of the full investigative
requirements. A UaA when requesting the €S0 to initiate interimFCL action, shall
submt the reasons for such action at” the tine the clearance is requested, indi-
cate the effect that any crucial delays will have on its precontract or contract
negotiations, contract award, or contract performance, and state the level of FCL
requested. The CSO shall conply with the request of the VA to initiate a FCL
action, and Wi ll simultaneously take the action to effect an interim FCL. The
authorization in connection with an interim TOP SECRET FCL wil|l be made by the

ﬁ head of the UA or by. his or her designated representative, and shall be furnished

—~” to the CSO which will process and grant the interimPFCL., The CSO sghall forward a

copy of the authorization for interimFCL to DISCO.  Actions as described in this
subpar agr aph shall be clearly identified as an interim FCL.
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2-103 Responsibil ity for Effecting a Facility Security Clearancé. The CSO ‘

whi ch has assumed cogni zance of a facility shall be responsible for the processing
of a FCL or interimFCL as may be required. any prior industrial FCL actions
that may have been acconplished prior to the issuance of this regulation,

provi ded that these actions neet the standards prescribed in this regul ation,

shall not be duplicated, but shall be accepted by the €80 in effecting the FCL.
Responsibility of the CSO for granting RCL's shall include performng the nec-
essary DD Form 374 survey and requesting DI SCO to process OCDEPs as prescri bed

in paragraph 2-113 for a PCL at the same |evel as the FCL,

2-104 - Types of Facilities. Generally, facilities are considered to be
separate entities 1n accordance with the definition contained in paragraph

1-229. However, the follow ng factors nmust also be taken into account where
present.

a. VWhen clearing a facility cf a MFO, the HOF shall have a FCL of
the sane or higher |evel.

b. \Wen a parent-subsidiary relationship exists, the general rule
Is that the parent shall. have a FCL of the same level or higher than the sub-

sidiary. Paragraphs (1) and (2) below contain exceptions to thie general
rule.

(1) The parent may have a FCL of a lever |level than that held
by its subsidiary, if, by formal action of its board of directors or simlar
executive body, it is excluded irom access to classified information held by
the subsidiary conpany which is of a higher classification category than the
parent conpany’'s FCL, and officers and directors of a subsidiary who hold
simlar positions in the excluded parent conpany furnish witten certification
to the CSO of each cleared subsidiary in accordance wth paragraph 72a, |SM

(2) The parent may be excl uded from the requirenment for a
FCL if, by formal action of its board of directors or simlar executive body,
it is excluded fromaccess to all classified information and del egates full
authority to the subsidiary to act conpletely independently of the parent ic
all matters which Involve or relate to the subsidiary's responsibility te

safeguard classified information. [In addition, the parent and the subsidiary
shal | execute a DD Form 441s prior to the granting of the FCL to the
subsidiary. In this regard the CSO having jurisdiction In the area where the

excluded parent is |ocated shall be responsible for acconplishing the
foll ow ng actions.

(a) Request excluded parent to execute the LD Form 441s.

(b) Evaluate any elenment of FOCI which may be present within
the excluded parent “in the same manner as though the excl uded parent were being
processed for a FCL.

(c) Establish a facility case file on the excluded parent to
record the action which is taken with regard toc the FOCL question.

(d) Make an annual visit to the excluded parent te specif- -
ically determ ne if there have been any changes to the information previously

provided on the DD Form 441s and to remind the excluded parent of” 1its continuing
responsibility to notify the cso of any changes as they occur. Cfficers and
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directors ofa subsidiary whe bold simlar positions in the excl uded parent
conpany shall furnish certifications prescribed in paragraph 72a, |SM The
responsibility for obtaining such certifications is vested in the CSO haviug
-Jurisdiction over the subsidiary. Subsidiaries of parent organizations which
are under FOCl are not eligible for clearance, except as provided for in
paragraph 2-117. \Wenever a parent becomes foreign owned, controlled, or

i nfluenced and.the provisions of paragraph 2-117 are not applicable, the FCL
of the subsidiary shall be termnated. Exclusion actions, as described in
paragraphs (1) and (2) above, shall be made a matter of record in the mnutes
of the executive body of both the parent and the subsidiary. Two copies of
both sets of mnutes, identified by nane, address, and date of subm ssion.
shal | be obtained by the CSO processing the clearance ot the subsidiary
facility.

c. Parent firms at all levels of the inter-corporate structure shall be
processed for PFCL or formal exclusion. This shall include the ultimte parent as
wel | as any internediate subsidiaries through which It may exercise ownership and
control of the cleared conpany. However, if the i nmedi ate parent of the subsidiary
el ects to be excluded, all other parents in the nmulti-level corporate group nust
al so be excluded, unless an independent clearance need exists.

d. Activities ¢t a contractor which are iocated in & given geographi -
cal area under the sane CSO may qualify for a single FCL, if the fol |l ow ng
condi tions hold true.

(1) The activities of the contractor are under the direct super-
Vi Si on or managenent responsible for the day-to-day operations of all activities.

(2) A centraiiy directed security program is maintai ned, covering
all activities consisting of the follow ng elements: same name, single nailing
address_1/, single SPP applicable at all locations, & unified document control
eystem so oOrgani zed as to permt the pronpt |ocation of any classified docunent
within the various activities by a review of the records maintained at one or
nore of the control stations established under paragraph 12, 1SM, and all
security matters are under single managenent control.

_ (3) The distance between the activities is such that the con-
tractor is able to maintain daily supervision of their operations, including

day-to-day surveillance oi the security program Normally, the di Stance
betweer. any of the activities should not exceed 1 hour ground traveling tineg,
except Where the extent of classified activity, such as that normal at a
renote test site, is such that only a mininmm of supervision is required.

1/ Although a single mailing address is required for record purposes, the CSO ,
may aut horize a facility to use other addresses for the purpose of receiv-
ing classified material fromparties with whom a classified contractual
relationship exists or from other facilities of the organization where the
contractor 1is a MFO, provided such other addresses are either post office
box addresses or |ocations that are physically a part of the contractor’s
cleared facility. The CSO should authorize the foregoing-only where the

- use of single address will pose a significant admnistrative problemfor
the contractor.
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(4) It is managenment’s desire that FCL's be aligned to conform?® ~
to the cent ractor's organizational structure. In all instances, the CSO shal |
solicit the opinion of managenent before reaching a decision as to the nunber
of FCL's that will be granted.

(5) However, in the event management objects to the decision
of the €80, the entire matter, including all supporting docunmentation, shall be
referred by the CSO, to the Director, DIS, ATTN: Deputy Director (Industri al
Security), BQ DIS for resolution.

e. Small business pools approved either in accordance wth Section “
708 of the Defense Production Act of 1950, (reference (ee)) as amended, Or in
accordance with the Small Business Act, (reference (ff)), are eligible to
negotiate or pertorm on classified contracts. |f access to classified
information is required for negotiation or performance on a contract, the pool
itself, if awarded the contract, or the individual menber acting for the pool,
shall be processed for a FCL. In addition, other nmenbers of the pool shall be
processed for FCL's as subcontractors if they will require access to
classified information during negotiation or performance on a specific contract.

A security procedure shall be devel oped in coordination between the contracting
of ficer and the Cs0's.

f. Temporary Hel p Supplier. A tenporary help supplier is a subcon-
tractor who dispatches personnel on his or her payroll to performwork on-the
prem ses c¢f the using contractor or UA in accordance with” the provisions of
paragraphs 5ab, 4la, and 74, ISM.

(1) A tenporary help supplier and its field, branch, or associate
oftices that have e valid parent subsidiary or multiple facility relationship

are covered in paragraphs 72 and 73, ISM, respectively. The follow ng paragraphs
are concerned with:

(a) a tenporary help supply grantor (hereinafter referred
to as the grantor) who grants licenses to other individuals or firns to use

the name, admnistrative support, nethod ecf operation or style of the grantor
in a specific geographic area; and

(b) a licensee or franchise holder (hereinafter referred
tc as a |icensee) that is cwned and operated by a legal entity separate and
distinct fromthe grantor, and is |icensed or franchi sed to do busi ness under
the name, methed of operation, or style of the grantor.

(2) Were the tenporary help personnel are actually enployees
of, ard on the payroll of the licensee, the licensee may be granted a FCL
as provided for in the ISM

(3) Where the tenporary help personnel are enployees of, and
on the payroll of the grantor, normally there would be no valid basis for the

| i censee tv be granted 2 FCL. Aa an alternative, a FCL may be granted in the
name of the grantor at the address of the licensee if there is a valid require-

ment for enployees of the grantor to have access to classified information at a
contractor facility or” UA activity, provided that:

(a) the grantor has a FCL at its HOF, and,
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(b) en employee of the grantor, |ocated on the prem ses
of the licensee, is appointed as FSO for the grantor; or,

(c) an enployer-enployee relationship is established
between the grantor and at |east one or nore enployees of the |icensee through
execution of a separate witten agreenent between the parties or by insertion
of a clause in the franchise or |icense agreenent. The agreenent or clause
shal | specifically provide that, for a consideration, one or nore enployees of
the licensee will act as the FSO for the grantor in the territory covered by
the license or franchise. One signed copy or certified true copy of the
agreenment or clause shall be furnished by the grantor to the CSO concer ned.

(4) |f the provisions of paragraphs (3) (a) and (b) or (3) (a)
and (c) above are followed, a FCL may be granted to the grantor at the address
of the licensee. This location wll, for industrial security purposes, be
considered as an operating facility of a MFO. Among other things, the SPP of

the operating facility shall specify the functions and responsibilities of the
FSO and the procedures for:

(a) processing PCL's including the granting of conpany
CONFI DENTI AL cl earances by the FSQO

(b) briefing and debriefing of the tenporary help personnel
I n accordance wth paragraph 5g, ISM -- although it is the responsibility of
the tenporary help supplier to have the “Security Briefing and Term nation
Statenments (Industrial Personnel)” (D SCO Form 482) executed by the tenporary
hel p personnel, there is no objection 1if the using contractor also requires
execution of the DI SCO Form 482; and

(c) processing visit requests to the using contractors,
which visits shall be considered as Category | visits as defined in paragraph
41a s ISM.

(5) In those rare cases wherein a |licensee has |icense or fran-
chise agreenments with nore than one grantor, a FCL nmay be issued in the nane of
each grantor. Simlarly, if a contractor is engaged in a business which requires
a FCL in connection with such business and, in addition, 1is a |icensee for a

tenporary help supplier, a FCL may be issued in his or her own firms name and
another in the nane of the grantor.

g. Comuerccial Carriers. A comercial carrier (see “dossary of
Terns,” DoD 5220.22-C, reference (b), IS subject to Interstate Commerce
Conmm ssi on (ICC) and G vil Aeronautics Board (CAB) regulations or simlar
regul ations of the state in which it operates. (In order to qualify for the
shi pment of SECRET material a commercial carrier nust be approved by MIMC and
granted a SECRET FCL by the CS0.)

h. Commercial Messenger Service. SECRET FCL's may be granted to
contractors engaged in the intra-city (or |ocal area) sanme-day delivery only
of classified material between cleared contractors or between cleared contractors
and a UA and/or the U S. post office.
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2- 105 Consul tants —Ceneral Requirenents.

a. PCL and/or FCL requirements for self-enployed consultants to UA
act ivit 1les and contractors shall be determ ned in accordance W th paragraph
2-106, 2-107, and 2-108.

b. In all cases, self-employved consultants shall have a valid PCL
i ssued in accordance with the requirements of the ISM. Consultants are not
eligible for access to classified information outside the U S., the Panam
Canal Zone, and U S. trust territories and possessions, unless in official
travel status of not nmore than 90 days in any 12-nmonth period. Consulting
firms and Type B Consultants shall be processed for a FCL in accordance with
paragraph 2-102.

2-106 Consul tants, Type A. The consultant does not possess classified
material except at the using contractor’s cleared facility, on the prem ses
of the UA activity, or while on authorized visits. All requirenents of the
| SM apply to the consultant who, for security admnistration purposes only,
shal | be considered to be an enployee of the UA. A Type A Consultant to a *
temporary hel p supplier is prohibited unless used solely by the tenporary *
hel p supplier.

*

a. The requirenment for a separate FCL for the consultant (including
t he execution of the DD Form 441 and the DD Form 441s by the consultant), shall
be wai ved, provided the using contractor or UA activity and the consultant
jointly execute a certificate as follows.

_ (1) Except in connection with authorized visits: (i) classified
material shall not be possessed by the consultant away fromthe activity of the

using contractor or UA, (ii) the using contractor or UA shall not furnish classi-
fied material to the consultant at any other location than the prem ses of the
using contractor or UA, (iii) performance of the consulting service by the con-
sul tant shall be acconplished at the activity of the using contractor or UA

and (iv) classification guidance will be provided by the using contractor or UA

(2) The consultant shall not disclose classified information
to unauthorized persons.

(3) The using contractor or UA shall brief the consultant as to
the security controls and procedures applicable to the consultants performance.

b. One copy of such certificate shall be furnished by the using
contractor to his or her CSO In the case of a consultant to a UA activity, the
certificate shall be retained by the Conmander or Head of that activity.

c. The consultant shall conplete the forns required by paragraph 26,
ISM. These forns shall be submitted to DISCO through the UA activity or the
contractor for which the consulting service is to be perfornmed. Each application
for FCL shall be acconpanied by a copy of the certificate prescribed in para-
graphs a(l) and (2) above. The LOC (D15C0 Form 560) shall be issued to the
using contractor or UA activity, as appropriate.

d. Failure to acconplish the certification described above shall °
require the processing of a FCL as prescribed by paragraph 2-102, above.
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2-107 Consultants, Type B. The consultant possesses classified nateri al
at his or her place of business or residence, and has full responsibility for

security of the classified material in accordance with the provisions.of the
ISM.

a. AFCL is required for the consultant to cover the prem ses at which
he or she will possess the classified material and performthe consulting services.

b . Consultants of this type shall be considered to be prine
contractors to the UA activity or subcontractors to the using contractor.

¢. The provisions of this regulation pertaining to contractors or
subcontractors, as appropriate, shall apply.

2-108 Consultants, Type C. Consultants possess classified material at or
their regular enployers’ cleared facilities, the consultants and their

enpl oyers having agreed as to their respective responsibilities for security
of the classified material. The clearance status and safeguarding ability of
the consultants’ regular enployers shall be obtained fromthe enployers’ CSO
prior to the disclosure or release of classified information to the

consul tants.

a. No requirenment exists for separate FCL for such as consultant

(including execution of the DD Form 441 and the DD Form 441s for the
consultant), or to have an existing FCL raised, provided the enploying

. facility and the enployee who is acting as consultant to another contractor or

i to a UA activity are both cleared for access to at |east the category of
classified information as that to which the consultant will require access,
and provi ded further that the enploying facility and the enpl oyee who 1is
acting as a consultant jointly execute a letter agreement to safeguard
classified information for an enpl oyee performng consultant services (see
appendi x |, paragraph U, ISM) by which the enploying facility and the enpl oyee
who is acting as a consultant agree:

(1) to place classified material which the consultant-enpl oyee
must have in his or her possession under the employing facility' s accountability
syst em

(2) to incorporate procedures in the enploying facility's SPP
which prohibit the dissemnation of the classified material within the facility,
except that appropriately cleared personnel of the facility may be designated
in witing on a strict need-to-know basis, to provide the consulting enployee
clerical, destruction, and reproduction services necessary to his or her
performance as a consul tant;

(3) to furnish the enployee who is acting as a consultant a
storage container so that the classified material shall be stored under his or
her control -- access to the storage container shall be linmted to the enpl oyee
who is acting as a consultant and the m ni num nunber of enployees designated
in accordance with paragraph (2) above, which are essential to support the
consul tant; and

;f (4) to advise the Cso immediately upon any change in the
consultant’s status as an enployee of the facility.
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b. One copy of the |etter agreenent shall be furnished by the

employing facility to 1ts'CSO, and one copy to the contractor or UA enpl oyi ng
the consultant’s services.

|
!

c. Inthe event it is necessary to raise the consultant’s PCL to a
hi gher level (not above that of the enploying facility), the consultant shall
conplete the forns required by paragraph 26, IsM, and submt themthrough the
employing facility to DISCOwth a copy of the letter agreenment prescribed in
paragraph a above. (If required to be cleared to a higher level than that of
the enmploying facility, the consultant shall be processed for a separate FCL
pursuant to paragraph 2-107 of this part and be required to maintain a security
program ful ly independent of that of his or her enployer.)

2-109 Consul tants to User Agenci es Enpl oyed Under Cvil Service Procedures.
Security clearances for persons enployed as consultants to UA's under civil
service procedures normally will be issued under the separate regulations of the
UA concerned. However, UA'S may process such a consultant for a PCL and/or FCL
under the provisions of paragraphs 2-106, 2-107, or 2-108.

2-110 Nat i onal Agency Check (NAC) (Facility).

a. A NAC of a facility shall include a check of the agencies
i ndi cated bel ow

(1) Federal Bureau of Investigation (FBI);

(2) Defense Central Index of I|nvestigations (DCII),
Personnel Investigations Center, Baltinore, Maryland; and

(3) other agencies as appropriate.

(4) For commercial carriers, a check shall al so be nade of the
| CC for those carriers engaged in interstate surface transportation and the
- CAB for air carriers. State transportation regulatory bodies will be checked
only when the carrier operates wholly within a state and is not part of inter-
state novenent.

b. The CSO shall submt requests for NAC's to DI SCO by |etter and
shall include the following identifying data concerning the facility:

(1) full name, street address, city, and state of facility’
bei ng cleared,;

(2) full name, street address, city, and state of the parent,
in the case of a subsidiary;

(3) any change in name or address of the facility being cleared
which ‘has occurred within the past 10 years; an-d

(4) names and positions of OODEPs who are required to be
cleared as a part of the FCL.
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2-111 Requi renents for Facility Security Cl earances and Annual Review.
The actions to be acconplished by the CSO prior to granting a FCL to a
contractor are prescribed in paragraph 2-11l6. Also, with respect to
commercial carriers, see the procedures set forth in section |, of part 7.

a. For a ¥CL the follow ng actions shall be acconpli shed.

(1) Conduct a DD Form 374 survey. For commercial carriers
part | of the “Industrial Security Survey/Inspection (Conmercial Carrier),”

DIS Form 1148, (see paragraph 9-206.1) wll be conpleted In lieu of the DD
Form 374,

(2) Execute for the DoD the DD Form 441 or "Apperdage tO
Department of Defense Security Agreenent” (DD Form 441-1) snd the DD Form 441s
with the facility. For commercial carriers, the DIS Form 1149 and the D1S§
Form 1150 (see annexes B and C of reference (b)) will be executed in lieu of
the DD Fornms 441 and 44l-1. The Directors of Industrial Security are designated
as the authorized representative of the governnment for signing the dD Forns
441 ana 441-1 and the DI'S Forns 1149 and 1150.

(3) Request DISCO to obtain a NAC on the facility.

(4) Request DISCO to process PCL's, as appropriate, in accordance
with paragraph 2-113. The DI SCO shall furnish the €S0 the undat ed L0OC's. The
CSO shall date and issue these L0C's concurrently with the “Letter of Notifi-
cation of a. Facility Security Cearance” (DIS FL-381-R) to the facility. For
comercial carrier facilities, a “Letter of Notification of Facility Security

Clearance for a Commercial Carrier” (see annex D, reference (b)) shall be
issued to the facility.

b. For an interimFCL the follow ng shall be done.

(1) Conduct a DD Form 374 survey. For commercial carriers
part | of DIS Form1i4g will be conpleted in lieu of the DD Form 374.

o (2) Execute the DD Form 441 or 441-1 and the DD Form 441s with
the facility. For commercial carriers, the DIS Forns 1149 and 1i50 w || be

executed in lieu of the DD Form 441 or 441-1. The Directors of Industri al
Security are designated as the authorized representatives of the U S. (Govern-
ment for signing the DD -Forms 441 and 44l-1 and the DI'S Forns 1149 and 1150.

(3) For an interim TOP SECRET FrcL, request DI SCO to obtain a
NAC on the facility. For interim SECRET and interi m CONFI DENTI AL FCL's,
request DISCO to ascertain frominformation available in the investigative
files of the DCII whet her adverse information exists concerning the facility.

(4) The CSO will request DISCO to process PCL's, as appropriate,
for the level of clearance required for the personnel required to be cleared by
paragraph 2-113. \Wen appropriate, individuals shall be processed for interim
PCL's. The DI SCO shall furnish the CSO the undated LOC. The CSO shal |l date
and issue these LOC's concurrently with the p1s FL 361-R

c. ANAC o of’'s facility of a MFo is not required where the HOF of
such an organi zation has had a XAC conducted with favorable results.
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(I nasmuch as a subsidiary of a parent-subsidiary organization is a separate L
legal entity, this exception does not apply even though the parent has had a
NAC conducted with favorable results.) Furthermore, a facility NAC (or check
of the DCII in case of an interim SECRET or CONFIDENTIAL FCL) Is not required
when the name of the organization is the ssme as the nane of one or nore of
the individuals who is being cleared in connection with the FCL. Simlarly, a
check is not required when the name under which the contractor is doing

busi ness has been adopted within the past 6 nonths. However, when there has
been a recent change in the operating name of the business, a check should be
requested on the tormer name or nanes under which the contractor or prede-
cessor organi zation operated during the preceding 10 years, unless there has
been a previous KAC conducted on the nane.

d. FCL's shall not be granted by the CSO when any OODEP who iS
required to be cleared in connection with a FCL, as set forth in paragraph 2-113,
is found to be ineligible for access to classified information under the standards

an¢ criteria established by the Industrial Personnel Security O earance Program
(see paragraph 2-121).

e. When a TOP SECRET FCL has been requested, the facility shall be
granted a SECRET FCL ae soon as the personnel who are required to be cleared
pursuant to paragraph 2-113 are cleared at the SECRET |evel, provided of course,
the facility is otherwise eligible for @ SECRET FCL. (Wien a TOP SECRET PCL
is requested for a U S. citizen, DI SCO automatically grants a SECRET PCL when
the NAC is conpleted and supersedes this with a TOP SECRET PCL when the BI is
conpleted.)  Subsequently, when the required” personnel are cleared for access
to TOP SECRET material, a TOP SECRET PCL shall be granted.

£. A CSO may, at its discretion, elevate a requested CONFI DENTI AL FCL
to the SECRET | evel if there.is reason to Dbelieve that, because of the nature of
the facility's business activity, there is a strong probability that the facility
wi || have occasion to bid and/or performon classified contracts at the SECRET
| evel .

g. Prior toinitiating any action to process a facility for a
FCL, the CSO shall review the “Consolidated List of Debarred, Suspended, and
Ineligible Contractors.” Debarnent and suspensi on actiens, codes A and B,
are considered pertinent froma security interest point of view [|f so
listed, the facility or OODEP would normally be ineligible for a security
clearance. The CSC shall seek assistance from | egal counsel before proceed-
ing with further action.

h. FCL's shall not be granted by the CSO prior to the receipt of an
adequate witten SPP. An interimé&FP is deemed to be adequate when it pl aces
into effect the requirenents of the |SM which are immediately applicable to the
operations of the facility in connection with the facility's anticipated involve-
ment in the LoD Industrial Security Program

i. \Were a TOP SECRET FCL has been granted, the CSO shall review the
facility on an annual basis to determ ne need for continuation of the clearance
at the TOP SECRET level. Should there have been no possession of nor access
el sewhere, and should there have been no bid, quote, or proposal submitted by
the facility in response to a government procurenent invitation during the
precedi ng 3-year period which would have required contract performance at the
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TOP SECRET | evel, the ¥CL shall be administratively downgraded to SECRET or
CONFIDENTAL, as appropriate. In the case of parent-subsidiary and MFO's, the
prior coordination of the Cs0's having an interest shall be obtained. In all
cases, the follow ng action shall be taken.

(1) Advise managenent of the facility in witing: (i) that the
downgradi ng action does not reflect adversely upon the facility' s security
eligibility or ability to safeguard classified Information, (ii) that the
security clearances of all OODEPs and employees cleared at the TOP SECRET
| evel will be downgraded wi thout prejudice to the appropriate |level, and

(ii1) that the PCL's facility and PCL's may be upgraded to the TOP SECRET | evel
when a requirenent for such exists.

(2) Prepare a new DIS Form 553 with the statenent added under
remarks: “TOP SECRET facility security clearance granted (date) is adm nistra-
tively downgraded in accordance with paragraph 2-111, DoD 5220.22-R " Submt
to DISCOwith a copy to DTIC, if appropriate;

(3) Forward a new DIS FL 381-R to the facility as notification
of the new level of FCL.

(4) On receipt of the DIS Form 553, DISCO will issve new LOC's
reflecting the appropriate |level of access for the O00DEPs and the affected

enpl oyees; and will request the facility to return to DI SCO the previous LOC's:
and any copies thereof.

2-112 RESTRI CTED DATA, Additional Facility Security C earance Requirenents.
Wiere access to RESTRI CTED DATA as defined in the Atomc Energy Act of 1954
(reference (0)), as anended, is required by any prospective bidder or contractor,
the additional security clearance requirement as prescribed in paragraph 2-312
shal | have been satisfied prior to authorizing access.

2-113 Personnel Required to be Cleared for a Facility Security C earance.

a. Corporations, Associations, and Nonprofit Organizations.
Except as provided for below, the followng individuals are required to be
cleared in connection with (and at the |evel of) the FCL.

(1) The chairman of the board and all principal officers
(see paragraph 1-251) must be cl eared.

(a) Other officers 2/ who do not require access to
classified information in the conduct of the organization’s business and who
do not occupy positions that would enable themto affect adversely the

2/ All officers, as defined by paragraph 1-251, are consi dered OODEPs of an

organi zation, but not all OODEPs occupy positions required to be cleared
in connection with a FCL.
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organi zation's policies or practices in the performance of classified con-
tracts, are not required to be cleared, provided the organization conplies
with the provisions of paragraph g bel ow.

(b) Qher officers who require access to classified
information in the conduct of the organization's business, but at a |evel
| ess than that of the FCL, nay be cleared with a U S. Government granted
cl earance at the |ower |evel, provided they do not occupy positions that
woul d enable themto adversely affect the organization's policies and
practices in the performance of the higher level cl assified contracts, and
t he organi zation conplies with the provisions of paragraph g bel ow.

(2) All directors nust be cleared unless cne of the foll ow ng
options is el ected.

(a) Directors who shall not require access to classified
i nformation in the eonduct of the organi zation’s business and who do not
occupy-positions that woul d enable them to affect adversely the organization's
policies orpractices in the performance of classified contracts are not
required to be cleared, provided: at least a legal quorum of the board of
directors or simlar executive body shall be cleared, and, if the corporation
or association conducts neetings with a pro tam chairnan ox by a rotating
chai rmanship, all board nenbers who are eligible for or could sit as board
chai rman shall be cleared, and with respect to all uncleared directors, the
organi zation conplies with the provisions of paragraph g bel ow

(b) If the board has seen fit to delegate certain of its
duties and responsibilities to a legally constituted executive commttee, all
menbers of this commttee shall be cleared. CQher directors are nwot required
to be cleared, provided the commttee has fuli executive authority tec exercise
management control and supervision for the corporation, including responsi-
bility over &il matters involving the security of classified information in
t he possession of tbe organization and provided further, with respect to all
uncleered directors, the organi zation conplies wth the provisions of
paragraph g below. Directors who are not nembers of-this executive committee
may be cleared, but omnly at the same |evel as the FCL and when this is done
paragraph g below i S not applicable in their case. Two copies of the board of
directors’ or simlar executive body’s resolution, excluding the board nmenbers
fromaccess to classified information and delegating this authority to the
commttee, sball be furnished to the CSO

(3) Executive personnel nust be cleared. The managenent
official in charge at the facility and the FSO shall always be cleared in
connection with the FCL.

'(4) A current list of all 0ODEPs shall be maintained by the
corporation and the €80. The 1list shall designate by nane those individuals
granted a LOC, those who are being processed for a PCL, and those who have
been excluded from access to classified informati on pursvant to the provi-

sions Of paregraph g below. Such |ists shall be signed. by an OODEP of the
cor por at i on. .
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b. Sole Proprietorships. The following Individuals are required
to be cleared in connection with (and at the level of) t he FCL:

(1) the owner;
(2) all officers, if applicable; and

(3) executive personnel (see paragraph 1-228). The manage-
ment official in charge at the faeility and the FSO shall always be cl eared
in connection with the FCL.

(4) A current 1list of all OODEPs shall be nmintained by the
sol e proprietorship and the CS0. The iist shall designate by name those
i ndividuals granted a LoC, those who are being processed for & PCL, and
t hose who have been excluded from access to classified information pursuant
to the provisions of paragraph g below.  Such |ists shall be signed by an
OODEP of the sole proprietorship.

c. Partnerships. Except as provided for below, t-he follow ng
individuals are required to be cleared in connection with (and at the |evel
of) the FCL.

(1) all general partners nust be cleared.
(2) Al other partners nust be cleared.

(a) Partners other than general partners, who do not
require access to classified information in the conduct of the organiza-
tion's business and do not occupy positions that would enable them to affect “
adversely the organization's policies or practices in the performnce of
classified contracts are not required to be. cleared, provided the organiza-
tion by official action of the general partners conplies with the provisions
of paragraph g bel ow.

(b) Partners other than general partners who require
access to classified information in the conduct of the organization's
busi ness, but at a level less than that of the FCL, may be cleared with a
U S. Government granted clearance at the |ower |evel, provided they do not
occupy positions that would enable themto adversely affect the organiza-
tion's policies and practices in the performance of the higher |evel
classified contracts, and the organization by official action of the general
partners conplies with the provisions of paragraph g bel ow.

(3) If the partnership has seen fit to delegate certain of
its duties and responsibilities to a legally constituted executive com
mttee, all nenbers of this conmttee shall be cleared in connection wth
the FCL. General partners who are not menbers of this executive conmmttee
may be cleared, but only at the same level as the FCL. Nonexecutive com
mttee member general partners may be excluded, provided the conmttee has
full executive authority to exercise managenent control and supervision for
the organization, and with respect to these other partners, the organization

A conplies with the provisions of paragraph g below.  Two copies of the
i partnership’s resolution delegating this authority to the commttee shall be
furnished to the CSO.  The resol ution shall specify. those partners excl uded
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from access to classified information and those partners excluded from SRR

access to the higher level classified information, as appropriate..

(4) For executive personnel, the managenent official in
charge of the facility and the FSO shall al ways be cleared in connection
with the FCL.

_ (5) A current list of all OODEPs shall be maintained by the
partnership aud the CSO. The list shall designate by nanme those individual

granted a LoC, those who are being processed for a PCL, and those who have
been excluded fromaccess to classified information pursuant to the provi-
sious of paragraph g below.  Such lists shall be signed by a partner or an
executive of the partnership.

d. Col | eges’ and Universities. Except as provided for below, the
followng individuals are required to be cleared in connection with (and at
the | evel of) the FCL.

(1) The chief executive officer nmust be cleared.

(2) Those other officers or officials who are specifically
and properly designated by action of the board of regents, board of trust-

ees, board of directors, or simlar type executive body nust be cleared, in
accordance with the institution’s requirement as the managerial group having

the authority and responsibility for the negotiation, execution, and admini-

tration of UA contracts. The institution shall furnish the €S0 a copy ot -
such designation of authority, fromwhich the particular officers who are to

be processed in connection with a FCL can be determ ned, and thereafter

changes shall be furnished as they occur. |f this requirenent is not met,

all officers shall be processed for a PCL in connection with the FCL.

(3) Al regents, trustees, or directors must be cleared,
unl ess one of the follow ng options is el ected.

(a) Regents, trustees, or directors who shall not require
access to classified information in the conduct of the organization’s busi-
ness, and who do not occupy positions that would enable themto affect ad-
versely the organi zation’s policies or practices in the performance of class-
ified contracts, are not required to be cleared, provided that at |east a
legal quorum of the board of regents, board of trustees, board of directors,
or, simlar executive body shall be cleared and, if the college or university
conducts nmeetings with a pro tern chairman or by a rotating chairmanship, all
board menbers who are eligible for or could sit as board chairman shali be
cleared; and with respect to all wuucleared regents, trustees, or directors,

t he organi zation conplies with the provisions of paragraph g bel ow.

(b) 1If the board has seen fit to delegate certain of its
duties and responsibilities to a legally constituted executive conmttee, all
nmenbers of this conmttee shall be cleared. Other regents, trustees, Of
directors are not required to be cleared, provided the commttee has full
executive-authority to exercise managenent control and supervision for-the
organi zation, including responsibility over all matters involving the security .
of classified information in the possession of the organization and provided
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£ \ further, with respect to all uncleared regents, trustees, or directors, the
4, organi zation conplies with the provisions of paragraph g below.  Regents,
trustees, or directors who are not menbers of this executive conmttee may
be cl ear ed, but only at the sane level as the FCL, and when this is done
paragraph g bel ow is not applicable in their case. Two copies of the board of

director’s or simlar executive body's resolution delegating this authority to
the coomttee shall be furnished to the CSO

(c) If the board has seen fit to delegate certain of its
duties and responsibilities pertaining to the protection of classified infornma-
tion to a managerial group of officers or ofticials of the college or university,
and if because of this delegation the board will not be in a position to affect
adversely the performance of classified contracts, the board may excl ude itself-
fromthe requirement for its nenbers to be processed for a PCL by conplying with
the provisions of paragraph g beiow. Election of this alternative wll not
preclude a regent, trustee, or director from being processed for a PCL if such
cl earance is necessary in connection with the individual’s duties ot her than
in the capacity of a regent, trustee, or director. However, in such cases the
PCL shall be at the sane |level as the FCL. Two copies of the board.of re-.
gents’, board of trustees’, board of directors’, or simlar executive body’ s
resol utions excluding the board menbers from access to classified information

and delegating this authority to the managerial group shall be furnished to
t he CSO.

(4) For executive personnel, the nanagenment official is charge
of the facility and the ¥sC shall always be cleared in connection with the FCL.

(5) A 1ist of all OODEPs shall be maintained by the college
or university and the €$0. 1Thke [ist shall designate by name those individ-
ual s granted a Lo¢, those who are being processed for PCL's, and those.who
have been excluded from access to classified information pursuant to the
provi sions of paragraph g below. Such lists shall be signed by an OODEP of
the college or university.

e. Commercial Carriers.

(1) The procedures set fortk in paragraphs a, b, and c above
are equally applicable to commercial carriers which are corporatl ons, assoc-
lations, scle proprietorships, or partnerships.

(2) The termnal manager and the FSO are required to be issued a
PCL in connection, with the FCL of a carrier termnal l[isted on the PIS Form 1150,

(3) Concurrent wth, but net as a part of the FCL, a sufficient
nunber of carrier custodians consistent with estimted operational necessity wll
be issued a PCL in the same nmanner as negotiators (see paragraph 2-115) to
provi de adequate protection of SECRET controlled shipnments at each term nal
listed on the DIS Form1150. Additional carrier custodians will be processed for
cl earance aster the FCL is granted based on operational requirenments in the manner
prescribed in paragraph 26, 1SM.

S f£. FEligibiliry Determ nations. Individuals Who, as determined by
! the C80, are not OODEPs yet exercise contrcl over the management of the facil-
ity shall be processed for a determ nation of clearauce eligibility to the
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level of the FCL. Such individuals shall be processed, if, through stock
ownership, proxy voting rights, majority ownership of securities, or sone
other method, they control the managenment of the facility and affect the
appoi ntment and tenure of officers, directors, or principal supervisory
managenent personnel otthe facility. A favorable determnation of
eligibility by DISC() will be entered into the PSCF. A LCJC will not be issued
to the contractor. |If DI SCO cannot nmake a favorable determnation, DI SCO w ||
follow the procedures in paragraph 2-320. A FCL will not be issued until the
matter is resolved.

Al
T

g. Exclusion Procedures. This paragraph applies to those offi-
cers, directors, partners, regents, and trustees who, pursuant to the
previ sions set forth above, can be excluded altogether fromthe requirenent
for a PCL or who can be excluded from higher |evel access by virtue of
possessing a PCL at a level below that of the FCL. In order to invoke these
excl usion procedures, the organization by formal action of the board of
directors, all general partners, or simlar executive body shall affirm as
appropriate, the follow ng,

(1) Such officers, directors, partners, regents, or trustees
(designated by nane) shall uot require, shall not have, and can be effectively
excluded from access to all classified information in the possession of the
erganization and do not occupy positions that would enable themto affect
adversely the organization’s policies or practices in the performance of clas-
sified ccntracts or progranms for the UA's. This aectior shall be made a
matter of reecerd in the organization’s mnutes of the board of directors,
partnership, beard of regents, or trustees, or simlar executive body. Two
copi es cf such mnutes, dated and identified by the nane and address of the
facility, shall be furnished to the CSQO

~ (2) Such officers or partners (designated by nane) shall not
requi re, shail not have, can be effectively denied access to classified
information at the higher level (specify higher level(s)), and do not
occupy positions that woul d erable themto affect adversely the organiza-
tion's policies-or practices in the performance of the higher level
(specify higher level (s)) classified contracts or prograns for the UA's,
This action shall be nade a matter of record in the organization’ s mnutes
of the board of directors, partnership, beard of regents, or trustees, Of
simlar executive body. Two copies of such mnutes, dated and identified by
the name and address of the facility, shall be furnished to the CSQO

{3} In the event the organization does not conply with one
or both of the above, ae applicable, all officers, directors, partners,
regents, or trustees shall be processed for a PCL at the |level of the FL.

h, Representative of » Foreign Interest. When = RFI (see paragraph
1-256) is required to be cleared in connection with a FCL, and the RFI has not
been excluded in accordance with paragraph g above, the follow ng procedures
shall apply.

(1) Wen the statenment required by paragraph 20k, ISM, has
beern executed, official ‘notice of execution shall be mad» a matter of record.
in the organization’s mnutes by the board ot directors or simlar executive
body . Two copies of the m nutes shall be furni shed tne Cso.
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(2) “Failure to obtain a PCL for, or to exclude, a RFI shall
make the facility ineligible for clearance, and any existing clearance shall
be administratively termnated by the CSO  Such action is not appeal abl e.

(3) In those cases where an individual, who is cleared in con-
nection With the FCL, beconmes a RFI, the contractor shall subnit the report
required by par agraph 6a(4), ISM, and in additi on shall take t he actions
prescribed in this paragraph.

i. One copy of each resolution, statement, or certificate received by
a Cs0, in accordance with paragraphs a through g above shall be forwarded to
DI SCO.

2-114 Fore%% Nationals Serving as Oficers, Partners, or Menbers of Boards”
of Directors. rporations, assoclations, colleges, universities, partnerships,
or other entities which have foreign nationals serving as partners, officers
(other then principal officers of corporations and associations), or nembers

of the board of directors may be issued a FCL by the CSO if they are otherw se
eligible and are found not to be under FOCI, as set forth in paragraph 2-201,
provided that the follow ng conditions are net.

a. The partner, officer, or director who is a foreign national does
not occupy a position that would enable nim or her to affect adversely the
facility s policies or practices in the performance of contracts for the UA's.

b. The partner, officer or director who is a foreign national can
effectively be denied access to all classified information.

c. The exclusion fromaccess to classified information of a partner,
officer, or director shall be acconplished in the manner prescribed ia para-
graph 2-113g. Two copies of such mnutes identified by name, address, and
date of submi ssion shall be obtained by the CSO

d. In case the organization does not conply with this requirenent,
it shall be ineligible for a FCL.

e. The foregoing provisions of this paragraph do not apply to
partners, officers, or directors who are citizens of countries wth which
the U S. entered formal reciprocal arrangenents, and who have been granted a
reci procal clearance in accordance wth paragraph 2-323. In addition, the
access limtations which apply under paragraphs 2-117a(l) through (7) of
this part shall also apply to foreign nationals granted a reciprocal clear-
ance even though enployed by a U S. firmwhich is not under a reciprocal
FCL. A citizen of one of these countries who is chairman of the board of
directors as well as a principal officer (that is, a position which pursuant
to paragraph 2-113 requires that the individual be cleared as part of the
FCL of a U S firm shall be eligible for a reciprocal clearance (paragraph
2-323); however, the access limtations In paragraphs 2-117a(l) through (7)
shal | be applied to the facility. DIS Form 553 and FL 381-R, and DI SCO Form
560 will all be annotated to reflect the access limtations of paragraphs
2-117a(1) through (7) and 31ec(1)(a) through (g), ISM as appropriate. UA's
prior to any release of classified information to facilities cleared, in
accordance with the above,winascertain that the classified information to
be rel eased haa been approved for release by an official who has'” been
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del egated disclosure authority by the NpP-1 (reference (r)) and-agency
| npl ement at i on.

2- 115 Cl earance of Negotiators. Negotiators designated by the contractor

as being required to participate in the preparation of a bid or quotation may

be processed for PCL's concurrently with, but not as a part of, the FCL. A FCL
s not dependent upon the clearance of negotiators and changes in negotiators
shall not affect the status of a FCL. PCL's for negotiators shall not be granted
prior to the FCL. Subsequent to the granting of a FCL, negotiators are processed
for PCL's in the normal reaner prescribed by paragraph 26, |SM

2-116 Procedures for Proce33|ng a Facility Security Cearance. Basic pro-
cedural steps necessary In processing a FCL are as set forth below 3/.

a. Justification for a Facility Security C earance. Requests to
process a contractor for a FCL are originated by a UA or by a cleared contractor
or subcontractor thereof. Requests nust be based on a bona fide procurenent
requi rement for a contractor to have access to, or possession of, classified
information in connection with: all aspects of precontract activity, includ-
I ng preparation of bids and proposals and precontract negoti ati ons; the
performance of a classified contract; all aspects of postcontract activity;
and classified information not released or disclosed under a procurement con-
tract, such as classified information released pursuant to a UA program
participated in by a firm organization, or individual on a voluntary or grant
basis (for exanple, the long-range scientific and technical planning prograns
and prograns designed to provide planning briefings for industry) &4/.1t is
U.S. Governnent policy to increase conpetition by publicizing procurements
which offer conpetitive opportunities for prospective prime contractors or
subcontractors 5/; thus assisting small business and | abor surplus area con-
tractors and broadenlng i ndustry participation in DoD procurenent prograns.
This policy is stated in the Federal Acquisition Regulation (reference
(gg)), paragraph 5.001, and in the DAR (reference (c¢)), paragraph 5.001.
Therefore, the requestlng UA or cleared contractor, shal | allow sufficient
lead time in connection with the award of a classified prime or subcontract
so the necessary FCL may be processed for a prospective contractor who does
not currently possess a valid FCL. When the necessary processing cannot be
acconplished within the time limts to qualify the prospective contractor for
participation in the particular procurement action which gave rise to the

3/ In connection with the upgrading of a FCL the same steps, where appropriate,
apply.

4/ Normally the facility will be processed for clearance at the classification
| evel of the contract or program which gave rise to the request. However,
where the underlying contract or programis at the CONFI DENTI AL | evel and
the CSO determnes that there is a reasonable likelihood the facility wll
require a SECRET FCL in the foreseeable future, the facility may be
processed at the SECRET |evel.

3/ This includes contractors who will require visual and/or aural access
in connection with work performed on a mlitary installation.
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request, the UA or prine contractor shall request the CSO to continue the
cl earance action in order to qualify the prospective contractor for future
classified contract negotiations of a simlar nature, provided:

(1) the delay in processing the FCL was not occasioned by a
| ack of cooperation on the part of the prospective contractor; and

(2) the UA orprine contractor is of the opinion that there is
reasonabl e |ikelihood that the-prospective contractor wll-participate in future
classified contract negotiations and the contractor agrees tosuch participation.

b. Assunption of Security Cogni zance. The €SO whi ch has assuned
cogni zance shall forward a letter to the facility advising of such action and
arrange a date for a security specialist to visit the facility. The €S0 al so
shall submit an abbreviated (pending) “Central Index File Card-Facility” (DIS
Form 553) to DI SCO

C. Initial Visit of Security Specialist. The initial visit. to the
facility shall be nmade wthin 10 cal endar days after receipt of the request to
process the contractor for a FCL. Exceptions may be granted for unusual cases
at the discretion of the Regional Director, with the concurrence of the
requester. However, action to initiate the clearance process, to include
forwarding ot applicable forms to the contractor, wll be acconplished wthin
15 working days in these exceptional cases. \Wien making the initial visit,
the security specialist shall inform nmanagenent concerning the DoD Industrial
Security Program and furnish management the forms necessary for a FCL. The
security specialist shall advise managenment of the facility of its respon-
sibilities under the Db Form 441. This discussion shall include, but not
necessarily be limted to:

(1) the definition of a classified contract;

(2) government responsibility for classification, and the
contractor’s source of guidance and clarification of classification instructions;

(3) the role of the CSO;
(4) the government's right of security inspections;
(5) responsibility for security costs;

(6) security responsibilities of the contractor if he or she
awards or obtains a classified subcontract;

(7) special security requirements that may be included in a
contract;

(8) the requirements, on conpletion of a contract, for
destroying or returning all classified material provided or generated in
connection with that contract;

(9) the general policy concerning FOCI, and the requirenent to
execute the DD Form 441s;
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(10) the requirement for the clearance of OODEPs in connecti-on *
wth the FCL —al so provi de gui dance and advice to managenent in identifying

the facility personnel who nust be cleared in connection with the FCL;

¥

~

(11) provisions for termnating the DD Form 441;;

(12) procedures for contractor-granted CONFI DENTI AL
cl earances;

(13) industrial security education;
‘(14) classified visit procedures;
(15) the inportance of the SPP;

(16) the requirenment for obtaining authorization for the
establishnent of any restricted or closed area;

(17) mninmum storage requirenments; and

(18) the general subject of PCL's. |In this regard, explain that
only personnel whc have been granted-a PCL are eligibie for access to classified
material and discuss the need-to-know principle. Peint out the necessity for
limting the number of cleared personnel to ouly those required to perform tasks
aud services essential to the fulfillment of a coutract or program  Instruct
managenent on the preparation of personnel security forns and fingerprint cards
and the procedures for submtting clearance requests. in the event an interim
FCL has been requested, explain the need for the contractor to take inmmediate
action to obtain clearances for those enployees who will require access to
classified information in order to performon the contract which was the baceis
for requesting the interim clearance.

d. The security specialist shall conduct the Db Form 374 survey
for the purpose of evaluating the ability of the facility to safeguard classified
information of the sane category as that of the FCL being processed and to
determine the degree of FOCl, it any. Full completion of the DD Form 374
shal | be acconplished as expeditiously as possible. In this connection the
contractor shall be advised that any delay on his or her part in the execution
and subm ssion of the necessary forns, including the subm ssion of PCL
requests for those personnel who are required to be cleared in connection. With
the FCL, wll delay the granting of the FCL.

e. Security Agreement and Rel ated Forns.

| (1) DD _Form &441. The DD Form 441, “Departnent of Defense
Security Agreenent,” is entered into between a contractor who wll have access

to classified information, and the DoD in order to preserve and maintain the
security of the US. through the prevention of unauthorized disclosure of
classified information. Requests for nodifications to the security agreenent
shall be submtted through channels to the DUSD(P), ATTN: D5P&P. The
security agreenment once executed shall continue in effect until termnated by
action of either party thereto in accordance with the “Article on Termnation®
contained in section IV of the agreement. The C€SG shall execute the DD Form
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441 on behkalf of the DoD prior to granting a FCL, and an authorized offici al
shal | execute the agreenent on behalf of the contractor.

(2) DD Ferm 441-1. At the option of nanagenent of a MFO, a
DD Form 441-1, “Appendage toc Department os Defense Security Agreement," may be
i ncorporated in the DD Form 441, identifying by name arid |ocation each of the
various facilities of the contractor to be covered by the agreenent. Separate
security agreenents will not be necessary te cover the tactilities enunerated
in the appendage. On agreenent between nanagenent and the €SO, additi onal
facilities may be added or deleted fromthe original security agreenent by
using DD Form 441-1, When the HU¥ of a MFO submits a new DD Forma&s4l, it is
not necessary to obtain new DD Forma 44l1-1 for other facilities of the MFO.
The existing Db Forns 441-1 may be attached to the new DD ¥orm 441 by a letter
i ndicating the date of change. The contractor is responsible for furnishing a
copy of the security agreenment, with appendage, to each individual facility
|isted thereon arc to each concerned C€S0. This paragraph shall not be

construed to preclude the requirement for the acconplishment of all other FCL
actions prescribed by this regul ation.

(3) DD Form 44ls. Sinultaneously with the execution of the DD
Form 441, managenent of the facility being processed for a FCL shall be required
to execute the DD Form 441s, “Certificate Pertaining to Foreign interests.”
The DD Form 441s executed by the HOF of a MFO w || enconpass all operating
facilities of the organization. At |east annually, inspectors should make an
inquiry as to the accuracy and currency of the information reflected on the
~existing pb Form &4ls, particularly it no changes had been reported to the
¥, €S0 during the preceding year, in accordance with paragraph 6a(4)(f), |SM
The execution of this form shall be required for all conpanies being processed
for a FCL 6/, and for uncleared parent organi zations of cleared subsidiaries
(see paragraph z-iC4b). however, the €SO may require the acconplishment at an
earlier time when sone question pertaining to FOCl arises and the CSG believes
that the execution of this formis in the best interest of the DoD.

. Review of DD Form 441s. The factors to be used in determ ning
t he existence ot FOCI are set forth in paragraph 2-202. |f any of these

factors are present im a facility being processed for a FCL, the CSC shail
proceed im accordance with paragraph 2-z203.

g. Docunents to be Forwarded to DI SCO Wen the €SO has received
all PCL applications necessary for a FCL, each form stail be conspi cuously
st anped OODEP. The PCL applications for the OODEPs aria the request for the
facility NAC shall be forwarded to DISCO. Submssion of the facility NAC
request shall not be delayed pending recei pt of OODEP cl earance applications.
|f one or nore of the OODEPs is tenporarily unavail abl e to compiete the necessary
forms, the subm ssion of the clearance application for the other OOLEPs and the
vequest for the facility NAC shall not be delayed.

h. Follow-up Acti on.

S 6/ DD Form 441s is not required for each facility of a MFO.
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(1) If the necessary clearance docunents are not received
within 15 cal endar days after the initial visit, the CSO shall make an
informal inquiry. If the forms are not received within 30 cal endar days” after
the injtial visit, a witten inquiry shall be sent to the contractor advising
that processing of the FCL will be discontinued unless the fornms or an
adequat e expl anation are received within 10 cal endar days. A copy of the
| etter of inquiry shall be furnished to the activity which requested the FCL.
| f the necessary forns are not received fromthe contractor within 45 days
after the initial visit and the contractor canrot justify a tine extension,
processi ng of the FCL shall be discontinued and the activity which requested
the clearance action shall be so advised. The 15-, 30-, 45-day time span
foll ow up espplies equally. to those cases being processed as a result of
changed conditions. (If a visit is not made, the time span comences fromthe
date the facility is notified. to furnish the necessary clearance docunents.)
VWhen reprocessing a FCL and the contractor fails to submt cthe required forns
within the tine span indicated, the C$G shall notify the contractor in
witing: (1) that the contractor’s safeguarding ability will not be confirmed
to any requesting contracting activity, and (ii) that his or her failure to
submt the forms requested by the CSO is a violation of paragraphs 2la and
26a, |SM as applicable.

(2) If the facility being processed is a subsidiary cr a
facility of a MFO, the PCL of the parent-or the HOF shall be checked by the
CSO to ensure that the FCL of the parent or HOF is valid and of the

appropriate classification level. This check shall be made with the CSO of
the parent or HOF.

(3) The CSO shall follow up with DISCO if OODEP cl earances or
results of a facility NAC are not received within a reasonabl e peried of tine.

i. Final Actions. The ¢$6 shall ensure that all forns have been
properly conpleted, facility NAC has been satisfactorily conpleted, and that
cl earances have been received fromDIsco for those persons required to be
cleared in connection with the FCL or that exclusion statenents are held. The
CSO shall execute and distribute those forns not previously distributed to the
facility. The requesting Ua or prime contractor shall be advised that the
FCL has been granted.

j. DoD Technical Information D ssem nation Activities.

(1) “Facility Cicarance Register” (DD Form 1541) shall be used
for the certification of PCL and safeguarding ability. When a contractor has
an initial requirement to receive classified material fromthe DTIC; its field
extensions; a DoD Information Analysis Center; or the Redstone Scientific
Information Center, US. Arny Mssile Command, Redstone Arsenal, Al abama; the
contractor shall submt a Db Form 1541 directly to the C€SO. Resubm ssion of
the DD Form 1541 by the contractor t0 neet subsequent requirenents for
services on other contracts is not required. The €SO will conplete part II of
the DD Form 1541 and forward the formto: DTIC, Caneron Station, Al exandria,
Virginia 22314. Thereafter DTIC shall advise its field extensions, the DoD
Information Analysis Centers, and the Redstone Scientific Information Center
of the clearance and safeguardi ng ability of using contractors as required.

The CSC shall indicate in the tacility file that the ¥CL and saf eguardi ng
ability have been certified to DTIC. |f there are any subsequently changed
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conditions affecting the FCL or safeguarding ability, the DTIC shall be

notified imediately. Such notification will be submtted by a copy of the DIS
Form 553. Whenever the nature of the changed condition may not be readily
apparent to DTIC fromthe copy of the DIS Form 553, the €S0 shall include an
appropriate notation under “Remarks” on the DIS Form 553, stating precisely the
condition that affects the contractor’s eligibility for the service. Such
notifications shall always be included when the facility' s safeguarding ability
has changed. Once a DD Form 1541 has been certified by the CSO it shall remain
in force for all subsequent requests for “Registration for Scientific and
Technical Information Semtes” (DD Form 1540) and need not be recertified except
where there has been a change in facility conditions which require recertification
by the CSO

(2) The DD Form 1540 1is used to certify the contractor’s
need-to-know for information distributed by DoD technical information documen-
tation activities. In addition to the DD Form 1541, the contractor’s need-to~-
know information within specified DoD interests nust be determned in order to
establish the contractor's eligibility for classified, services, This
need-t o-know decision is made by the PCO (pursuant to DoD Instruction 5200. 21,
reference (hh), and the UA inplenenting instructions) on the basis that inform-
tion in a particular field of interest is needed by the contractor in connection

‘Wi th work being performed under the contract. Separate DD Forms 1540 are
required for each contract under which the contractor desires to receive
secondary distribution of scientific and technical information services wthin
particular fields of interest. The DD Form 1540 is then subnmitted directly-to
the contracting officer for approval. In the case of a prine contract, the-
DD Form 1540 nust be approved by the PCO. |In the case of the subcontract the
DD Form 1540 may be approved by the ACO provided the ACO verifies that the
particular field of interest is required in the performance of the subcontract
and is within the scope of the field of interest previously approved by the
PCO on the prine contract. The PCO will provide a copy of the approved DD Form
1540 to the ACO when required. If no field of interest has been established on
the prime contract, the subcontractor’s request nust be certified by the PCO.
Approved DD Forns 1540 are sent to DTIC. Wien DTIC receives the DD Form 1540,
it wll determne that there 15 a DD Form 1541 on file and thereafter establish
the contractor’s eligibility to receive scientific and technical infornation.
Eligibility established on a DD Form 1540 remains in effect for the expected
duration of the contract as established by the projected conpletion date supplied
on the DD Form 1540, except where DITIC is notified by the ACO that the contract
has been termnated or that the contractor’s eligibility has been cancel ed based
on advice fromthe CSO that the contractor is no |onger capable of adequately
safeguarding classified information. Prime and subcontractors may not retain
such classified nmaterial followng the conpletion or termnation of the
classified contract, except when authorized in accordance w th paragraph
7- 106.

(3) Facilities granted a Reciprocal facility security
cl earance by the cognizant security office are to be processed for eligi-
bilicy for access to DoD classified technical information in the sane manner *

as outlined in (1) and (2) above. Once eligibility has been established at *
. DTIC, and subsequent document requests are properly received, DTIC shall
=+ release the requested docunentation directly to the contracting officer who *

certified the contractor’s need-to-know on the applicable DD Form 1540.
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Under no circunstances will classified material be transmitted directly to * -
reci procal cleared facilities by the DTIC. It Is the responsibility of the *
contracting officer to effect appropriate coordination to ensure that perti- *
nent docunments do not contain prescribed information (see paragraph 2-117a) *
and that they have been approved for release under the National Disclosure *
Policy prior to forwarding the material or otherw se providing the Reciprocal *
cleared facility access to the information requested. *

2-117 Facility Security Assurances.

a. The DoD has entered into bilateral reciprocal industrial

"security agreenents with certain foreign governments. Under these bilateral

agreenents, a firmin one signatory country which is under the ownership,

control, or influence in the other signatory country may be given a security

assurance in accordance with the procedures established in these agreenents.

As an exception, contracts which involve the following types of classified

i nformation shall not be awarded to a U S. fim cleared under these agreenents

for access to U S. classified information:

(1) RESTRICTED DATA as defined in the US. Atomc Energy Act
of 1954, reference (0), as anended,;

(2) FORVERLY RESTRI CTED DATA renoved from the RESTRI CTED DATA
category pursuant to Section 142(d) of reference (0), as anmended;

(3) Canadian “Classified Atom c Energy Data” as definad in *
the Atom c Energy Control Act (revised Statutes of Canada, 1952) and the
Atom c Energy Control Regulations, Oder-in-Council PC, 1959-1643;

(4) COMSEC information (see paragraph 7-102g);
(5) any ACDA classified information;

(6) information for which foreign dissem nation has been pro-
hibited in whole or in part;

(7) information for which a special access authorization is
required; and,

(8) any informati on which has not been specifically authorized
for release to the government of the signatory country involved.

b. The DI'S, or the designated agency of the signatory foreign
government entering into the reciprocal industrial security agreenent with the
DoD, when requested to furnish a security assurance for a firmto the other
government, wll assume responsibility for processing the clearance action.
The standards and requirenents governing the granting of security clearances
for the protection of its own classified information will be followed. If the
firmdoes not have a ¥CL or has a PCL for a classification category |ower than
that which is requested, action shall be taken to grant, a FCL or to raise a
FCL to the required level.
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c. The DIS shall accept a security assurance regarding a firm
| ocated in a signatory country under a reciprocal ‘industrial security agreenent
which it requested from the designated foreign governnent agency. Likew se,
t he desi gnat ed foreign government agency shall accept a security assurance
which it requested fromDI'S. However, any clearance of a firm based on a
security assurance which has been given under the procedures im this paragraph
IS subject to review by the government which granted the FCL in the event that
derogatory information is devel oped follow ng clearance action. Such a review
wi Il also be made when requested by the government which asked for the security
assurance. The requesting U S. activity, or designated foreign governnent

agency, wll be notified promptly of suspension of the FCL or of action to
revoke or termnate it.

d. Except as otherwise stated in this paragraph, the requirenments
of this regulation shall be followed by the CSO in granting a FCL or raising
one to the level required. If the CSO develops credible infornmation at any
tinme during the clearance process which indicates that the firmis not
eligible for or should be denied clearance, the pertinent facts will be
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reported pronptly to DISCO. Simlarly, 1if DI SCO devel ops serious derogatory

i nformati on in connection W th processing the PCL on any of the individuals
required to be cleared in connection with the FCL pursuant to paragraph 2-113,
appropri ate decumentatior will be prepared. In either event, DISCO will
request the Director for Industrial Security C earance Review (DISCR), OFfice ©
of the General Counsel (06C}, OSD (a copy of the conplete correspondence wiil
be forwarded to the. B¢ DIS) to determ ne whether the clearance action shoul d
be continued and what notification, if any, should be given the designated
foreign government agency requesting the assurance, and whether action to deny
a FCL shall be processed under the provisions of paragraph 2-121.

e. Wen favorabl e cl earance actiotn has been conpl eted, the CSO shall
record the clearance ir the PSCF by submtting the original conpleted DIS Form
553. A copy of the DIS Form 553 will be forwarded direct to D1SCO for use in
giving a security assurance. A nodified DpIS FL 381-R shall be used by the CSO
to notify the facility of such clearance and its purpose.

2-118 Changed Conditions Pertaining to the Facility. When changed
conditions occur in the tacility, the first consideration shall be the safe-
guarding, of classified information to which the facility has current or

i npendi ng access. Action to ensure the safeguarding of the classified infor-
mat i on shall be taken immediately upon an initial determ nation that
conditions have changed. PFCL's should not be Imrediately invalidated because
of changed conditions described in paragraph a, b, or ¢ below, when: (i) the
facility is currently performing on classified contracts, is in possession of
classified information, or both; (ii) the CSO determines t hat classified
information in possession of the facility can be safeguarded adequately and,
in the case of a charge of ownership-or managenent, that the new owners,
officers, and so on, can and W || be effectively denied access to classified
i nformation pending conpletion of their PCL actions; and (iii) the required
PCL or FCL forns are pronptly submtted for processing. (Unless the new
personnel are expected to be cleared within 15 days, an exclusion certificate,
simlar to that requirea by paragraph 2-113g, signed by a cleared owner,
partner, officer, or executive personnel in charge of a facility, shall be
obtai ned as assurance of the contractor’s intent to deny access to uncleared
owners, officers, and the like.) Oobservance of these guidelines wll [essen
adm ni strative workload of the CSO and reduce to a mninum the occasi on when
it is necessary to invalidate a FCL. 1Im all instances where the changed
condition affects the clearance or safeguarding capability of a facility that
has been certified to DTIC for classified services, a copy of the DIS Form 553
which is submtted to DI SCO shall also be sent to DTIC.

a. Change Of Operating Name.

(1) In the instances of changes ir the operating name of the
facility when ownership and management remain the same, the FCL shall be pro-
cessed pronptly to a valid status if the facility has a current procurenent
requi rement for access to classified information or has classified information
In its possession.

(2) 1f the facility does not have current access to classified
I nformati on, and does not have possession of classified information, the
cl earance need not be processed to a valid status. Kowever, a DIS Form 553,
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appropriately annotated to reflect the defective FCL aud the reason for it,
shall be placed in the files of the €S0 and DI SCO. I1f appropriate, action
shal | be initiated under paragraph 2-119 for adm nistrative termnation of the
FCL.

(3) If the FCL 1s to be processed to a valid status the follow ng .

actions shall be conpl et ed.
(a) A new DD Form 441 shall he execut ed.

(b) ADS FL 381-R shall be issued.

(c) A D1S Form 553 shall be submtted under the new
operating nane to DISCO, indicating in item11 the specific reasons for such
subm ssion and noting the admnistrative termnation of the FCL under the old
operating name. The €SC shall forward a pending DIS Form 553 reflecting the
new name of the facility immediately follow ng recei pt of a report of a name
change. Include in block 11 of the forma cross reference to the existing DIS
Form 553 (including prior editions of this formj in PSCF and the specific
reason for submission. This will permt DISCO to accept and process PCL's for
the facility pending receipt of the DIS Form 553 to be submtted when ail
actions to process the FCL to a valid status have been conpleted. O course,
if it |Is possible to do so, a conplete DIS Form 553 should be sent at ouce to
DI SCO i nstead of a pending D1S Form 553. In addition, DTIC shall Dbe notified as
requi red by paragraph 2-116].

b. Changes in Omership or Managenent.

(1) In instances of changes of OODEPs, the FCL must be processed
pronmptly to a valid status, provided the facility has a current procurenent
requi renent for access to classified information or has classified informtion
in its possession. Classified information shall not be furnished to nor shall
retention by the facility be permtted unless the CSO can assure itself that
ciassified information can be safeguarded and that the new owners or manage-
ment shall not obtain access to the classified information while their
cl earances are being processed. The €S0 shall nmake this assurance on the
basis of a visit to, or communication With, the facility and a discussion
with the new owuer or managenment and the FSO as to the procedures that will
be put into effect. Wen the change in managenment occurs because a cleared
enpl oyee is elevated to the position of an OCDEP, t he CSO shall advise DI SCO
and DI SCO will anmend the DI SCO Form 560 for the individual to reflect the
change.

(2) 1f the facility does not have a procurenent requirenent
for access to classified information and does not have any classified

information in its possession, the FCL shall be invalidated. A DIS Form 553,
appropriately annotated to reflect the invalidation and the reasons for it,
shall be placed in the files of the CSOw th the original forwarded to the
DIsSCO. |If appropriate, action shall be initiated under paragraph 2-119 for
admnistrative termnation of the FCL.

_ - (3) 1£the FCL is to be processed to a valid status, the
follow ng actions shall be conpleted.



(a) Clearance action for the new personnel shall be
started promptly for clearance to the level of the FCL. (A certificate
specifically excluding such personnel by nanme and title from access to
classified information until such tinme as they are appropriately cleared shall
be obtained from the contractor for retention in the tiles of the CS0.)

(b) In the case 0oi a sole proprietorship or a partnership,
a new DD Form 441 shall be executed and a new DIS FL 381-R shall be issued.

(c) In 2ll cases involving a change of ownership, a new
DD Form 374 survey shall be conpleted, to include execution of a new DD Foru
441s. The new owner or managenent will be advised of the need to pronptly
forward the required PCL and FCL forns to the CSO The CSO shall determine
whether a new certificate is required in connection with changes in officers,
directors, partners, regents, trustees, ecr executive personnel.

(¢) tn conpletion of the above actions, a new DS Form

553 ehall be submitted, indicating in item 11 the specific reasons for such
subm ssi on.

C. Change of Address.

(1) in instances In which a facility is relocated, if the
facility has current procurenment requirement for access to classified informa-

tion or has classified infornmation in its possession, the FCL shall be processed
to a valid status.

(a) A conplete DD Form 696 inspection ehall be corducted
i mredi ately to assess continuing’ applicability of facility security procedures
and safeguarding of classified infornmation.

(b) A suppl emental DD Form 374 survey shall be conpl eted
to amend those porticns of the previous survey pertaining to the relocation.

(c) The existing DD Form 441 (or the DD Form 441-1 when
appropriate) shall be amended tc reflect the change ip address of the facility
or, where administratively nore feasible, & new DD Form 44l or 44l-1 shall be
execut ed.

(d) ADS FL 381-R shall be issued.

(e) A LIS Form 552 shall be submitted for the facility at
the new address indicating in item1ll reasons for such subm ssion ana noting
the admnistrative termnation of the FCL at the “old address. The CSO shal |
forward a pending DIS Form 553 reflecting the new address of the facility
| medi ately tollowing receipt of report 01 an address change. Include in item
11 of the form & cross reference to the existing DiS Form 553 in the PSCF and
the specific reason for submssion. This will permt DiSCO tO accept and Process
PCL's for the facility pending receipt of the DIS Form 553 to be submtted when
all actions tec process the FCL to a valid status have been conmpleted. In
addi tion, DTIC shall be notified as required by paragraph z-116j. O course, if
It 1s possible to do so, a conplete DIS Form 553 shall be sent at once to D1SCO
instead of a pending DI'S Form 553.
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(2) If tke change involves only a change of address, with no

relocation of any elements of the facility, the actions indicated in paragraphs .
(1) (c), (d), and (e) above shall be conpl et ed.

(3 If the facility does not have a current procurenent
requi rement, does not possess classitied information, and it iS otherwise
appropriate, action shall be initiated under paragraph 2-119 fcr adm ni stra-
tive termnation of the FCL.

d. (dosing of Business and Bankruptcy. Im all instances in which
i nformation is received by the €S0 that a facility previously granted a FCL has
closed its docrs, gone out of business, been adjudicated, bankrupt, and so on,
the €SO shail adm nistratively termnate the FCL (see paragraph 2-119). This
shall include the withdrawal of DIS FL 381-R and termnation of the DD Form
441, This information shall be processed pronptly to DI SCO using DIS Form 553
and stating the reasons for such submission under iteml1l. in addition, a
copy of tbe new DIS Form 553 shall be sent directly to DTIC. All classified
i nformati on shall be recovered pronptly fromthe tacility by the CSO in
coordination with contracting. UA(s). A “close-out” inspection shall be
conducted to assure that proper action has been taken. All actions taken toO
ensure proper disposition of classified material shall be indicated under
“Remar ks” on the DD Form 696.

e. Personnel Actions Affecting a Facility Security C earance.
VWhenever a PCL for ar individual who is required to be cleared in connection
with a FCL pursuant to paragraph 2-113 is deni ed, revoked, suspended, or with~ .-
drawn the provisions of paragraph 2-izid apply.

f. Changes | nvol ving Representatives of a Foreign Interest. \Were
citizens or immgrant aliens are required to be cleared in connection witk the
FCL and these individuals f£fall within the definition of RFI, the procedures set
forth ir paragraph 2-113h shall be followed. 1n the event personnel previously
cleared in connection wth the PCL becone kFI's, the contractor is required to
report this change to CSO and the procedures set forth in paragraph 2-113h shall
ke tfollowed.

g. Placenent of Contractor on Debarred Bidders’ List. Each
issue of the “Consolidated List of Debarred, Suspended, ané Ineligible
Contractors” shall be reviewed tec determine whether any facilities under
security cognizance have been listed. Instructions are located in the front
of each iesue of the list. Debarment and suspension actions, codes A and B,
are considered pertinent from a Security interest point of view If a
facility is SO listed, the CSO shall seek assistance fromlegal counsel
before proceeding with further action. |f warranted by the circunstances,

t he €SO shall do the follow ng.

(1) invalidate the FCL. The ¥CL and safeguarding ability
shall not be verified.

(2) A DIS Form 553, annotated to reflect the invalidation
and the reasons for it,shall be placed in the files of the ¢$0, DI SCO, and
DTIC, if appropriate.

2-118 74



DoD 5220. 22-R

(3) If the facility has current access to classified
i nformation, UA's of record shall be notified of, the invalidation. On

receipt of this notification, the UA contracting officer will determne
whether the facility may continue to performon existing classified con-
tracts and notify the facility and the CSO as soon as possible. [If the

response indicates that continued processing of PCL's is necessary, DI SCO -
shal | be so advised.

(4) The facility shall be notified that the FCL is invalid,
t hat performance on existing contracts may be continued pending final
determnation by the UA contracting officer, and that access to additional
information or contracts will not be permtted until the debarnment or
suspension is term nated.

(5) Admnistratively termnate the FCL if the contractor is
not performng on a classified contract and is no | onger in possession of,
or having access to, classified infornation.

h. Changes I nvolving a Parent O gani zati on. Whenever the FCL of a
parent organization is termnated, the CSO of all subsidiaries of the parent
that have a FCL shall be immediately notified. In this event, the FCL of the
subsidiaries shall also be termnated, unless the exclusion procedures set
forth in paragraph 2-104b can be applied. Simlarly, if the clearance of the
HOF of a MFO is term nated, the clearance of all operating facilities wll
al so have to be term nated.

» Upgrading of a Facility Security O earance. Wiere a FCL is to
be upgraded, the follow ng actions shall be taken.

(1) A DIS Form 553 shall be submtted to DISCO indicating in
item 11 the specific reason for such subm ssion.

(2) The facility shall be granted a new LOC reflecting the
current |evel of the FCL .

j. Distribution List Notifications. The PIC~-CVA, or the CSO if *
appropriate, shall, when it has previously verified the FCL and safeguarding *
capability of a facility in accordance with paragraph 1-110e, or paragraph 5x,
| SM and continuing distributions of classified material under the terns of the
contract or programis specified, imediately notify the rel easing contractor
and the UA contracting activity when information is received which woul d

adversely affect the FCL and safeguarding capability within one year of the *
initial verification, or reverification. *

K. Changes | nvol ving FOC.

. (1) In all instances of changes involving FOCl, actions
requi red by paragraph 2-203 shall be pronptly taken.

(2) When the elenments of FOCl are extensive ’'(see paragraph
2-203c), the FCL shall be invalidated by the CSO and the FCL and saf eguarding
capability shall not be verified.
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L

(a) A DIS Form 553 annotated to reflect ‘the invalidatioi#

and the reasons therefore shall be placed in the files of the C80, DISCO, and .
- DTIC, if appropriate.

(b) If the facility has current access to classified in-
“formation, UA's of record shall be notified of the invalidation and the actions
initiated to nullify the FOCI elenents. On receipt of this notification, the
UA contracting officer will determne whether the facility may continue to,
performon existing classified contracts and notify the facility and the €S0
as soon as possible. |If the response indicates that continued processing of
PCL's i S necessary, DI SCO shall be so advised.

(c) The facility shall be notified that the FCL is invalid,
that performance on existing classified contracts nmay be continued pending final
determnation by the UA contracting officer, and that access to additional
classified information or contracts will not be permtted until all FOC elenents
are resol ved.

(d) If after 30 days the facility fails to submt an
acceptable plan for pronpt and effective resolution of the FOCl el enents, or
if the facility subsequently fails to adhere to such plan, the matter shall be
referred to the Director, DS, ATTN. Deputy Director (Industrial Security),

I n accordance with paragraph 2-203c for consideration of revocation of the
FCL .

2-119 ° Adnmini strative Termnation of a Facility Security Cl earance. «

a. An annual review shall be made by the CSO of facilities under
its cogni zance for the purpose of determning those facilities for which a
FCL is no longer required. Generally, a FCL shall be admnistratively
termnated when the contractor has not had an active classified contract or
project for the preceding-9 nonths, has not been afforded authorized access *
during the preceding 9 nonths, and has no immedi ate prospects for obtaining *
a classified contract. When a facility has not had a classified contract or
project for the preceding 9 nonths, but has classified material in its cus=- *
tody, the UA which approved the retention shall be requested to determne if
there is a continuing requirenent for the facility to retain custody of the
classified material. \Were there is not a continuing requirement for the
facility to retain classified material, the actions set forth in paragraph b
bel ow shal | be taken.

b. VWien, on the basis of the foregoing guidance, the CSO determ nes
that a FCL should be admnistratively termnated, or the contractor requests
termnation of the FCL in accordance with section IV, DD Form 441, a “close-out”
i nspection shall be conducted and the follow ng action shall be taken at its
concl usi on.

(1) Advise managenent of the facility in witing as foll ows.
(a) The existing FCL's and PCL's will be admnistratively

termnated unless management can satisfactorily justify within 30 days the need
for the retention of their FCL.
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(b) The proposed action in no way reflects adversely upon
the facility's security eligibility or ability to safeguard classified
i nformation.

(c) The facility may be processed for a new clearance
with a mninmm of-delay when the occasion and need arises for the facility to
performon classified work or otherwise require access to classified
i nformation.

(2) On conpletion of above action and 30 days after the
notification to managenent, if managenent does not justify the need for the

retention of the FCL, the CSO shall admnistratively termnate it. This
requires the admini strative withdrawal of the DIS FL 381-R and ternination
of the DD Form 441. The DI'S Form 553 shall be forwarded pronptly to DI SCO
stating the reasons for termnation. |n addition, a copy of the new DI'S
Form 553 shall be sent directly to pTIC, if the facility had previously

been certified as eligible for DIIC classified services. The D SCO wi ||
admnistratively termnate all PCL's previously |ssued to the facility, and
where an investigation is in process, arrange for its cancellation. However,
“Personnel Security C earance Change Notification” (DI SCO Form 562) will be
held for 25 nonths in the PSCF.

(3) 1f. at the tine of the “close-out” inspection (see’
paragraph 4.300) conducted just prior to the admnistrative termnation of
the FCL, the facility was not in possession of classified information, this”
fact should be indicated under “Remarks” on the Db Form 696. Should the
facility be in possession of classified information, it shall be recovered
fromthe facility by the CSO in coordination with the UA prior to termnation
of the FCL. Al actions taken to assure proper disposition of classified
material shall be indicated under “Remarks” on the pp Form 696, “Industrial
Security Inspection Report,” in accordance wth paragraph 4-300.

C. Exanpl es of justification for retention of a FCL are: an
|npend|ng request for a bid or quotation on a classified contract from a UA or
a prime contractor; planned attendance at a forthcomng classified neeting of
the type descri bed in par agraph 5q, ISM, which is supported by a contracting
officer; current preparation of an unsolicited proposal containing classified
information; or receipt by the CSO of a witten request froma UA requesting
that the facility retain its FCL because of the inmmnent award of a classified
contract, because of a continuing requirement for use of the facility as a bid
source, or because of the facility' s unique capabilities. Justification for
retention of a dormant FCL shall be revalidated annually in witing by the UA
or contractor requiring the retention of the FCL.

2-120 Reprocessing or Revalidating a Facility Security O earance.

a. In the event a, classified procurenent need arises after the
FCL has been termnated,” the CSO shall reassune cognizance and process a new .
FCL in accordance with this regulation. |If processing occurs within 12 nonths

after the termination, PCL's valid at the tine of termnation may be revalidated
by notifying DISCO.  This is acconplished by DI SCO Form 562 in the same manner
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as a reenploynent. In the case of an OODEP, the ‘DI SCO Form 562 is submtted
to’ DISCO by the €S0 with an appropriate letter of explanation.

b. Before” “a facility with a defective FCL can be granted access to
classified informatiom in connection wth a new contract, action shall be
initiated to process the cleatance to a valid status. In processing a defective
FCL to a valid status, the follow ng specific actions shall be taken by the ¢so.

(1) The “Central Index File Request” (DD Form 555) shall be
used to secure copies of the existing records fromD SCO in all instances
where the files of the CSO are not conplete.

(2) The name and address of the facility shall be verified or
corrected.

_ _ (321 The names and positions of the facility OODEPs cl eared inm
connection with the original FCL shall be.verified as still occupying the

position and being appropriately cleared. |f different persons appear in any
of these positions, they shall be appropriately cleared, or their PCL's
verified.

(4) If appropriate, a bb Form 441 and/or a DD Form 441s, shall
be execut ed. '

(5) A bD Form 374 shall be conduct ed.

(6) A new DIS Form 553 based on the verified or corrected in-
formation shall be conpleted and forwarded to DI SCO

(7) A new DIS FL 381-R based on the verified or corrected
information shall be forwarded to the facility. This new DI'S FL-381-R shall
supersede and replace all others held by the facility.

2-121 Deni al, Suspension, or Revocation of a Facility Security C earance.

a. A FCL-shall not be granted by the CSO unless the requirenments
of paragraph 2-111 have been satisfactorily conpleted.

b. Wien any OODEP (unl ess excluded. as prescribed in paragraph
2-113g) required to be-cleared i n connection with the FCL is considered to be
unsuited for access to classified information under the standards and criteria
promul gated in the Industrial Personnel Security Cearance Program DI SCO
shall submt a recommendation for the denial, suspension, or revocation of his
or her PCL together with a copy of the report of investigation to the DISCR,
OGC, OSD. The letter shall advise that the denial, suspension, or revocation
wi Il affect the FCL and accordingly priority handling shall be requested. In
the event interim action is warranted in the interests of national security,

DI SCO shall take action in accordance wth paragraph 2-320c.

c* Inthe event that a determnation is nade under the | ndustri al
Personnel Security Cl earance Program that the individual concerned is eligible

to be cleared, the DISCR shall notify DI SCO who, in turn, shall advise the CSO
which shall grant or revalidate the FCL, as appropriate.
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d. | n those cases in which individuals, required to be cleared as
part of a BCL under the provisions of paragraph 2-113 are denied PCL's or have
their PCL's suspended or revoked by action of DISCR, DISCR shall notify the
Director, DIS, ATIN: Deputy Director (Industrial Security), who shall, in

turn, notify the €SO of the facility involved and DISCO. On recejpt OF this
notification, DI SCO shall immediately recordthe DISCR deci sion pertaining to
the individual In the PSCF. The CSO shall Immediately notify the facility
that its PCL will not be granted or that it wll be suspended or revoked
unl ess one of the following conditions 1is net.

(1) In the case of individuals who have had their PCL's
suspended, the facility furnishes positive assurance that such individuals
wi Il not have, and can be effectively excluded from access to all classified
information in the possession of the faecility and that the individuals wll
not be in a position that would enable themto affect adversely the organi-
zation's policies or practices in the performance of classified contracts
pending a final DISCR decision on the suspension action.

(2) In the case of individuals who have had their PCL's denied
or revoked, the facility takes immediate action to renove the individuals

concerned fromtheir official positions .and furthernore, furnishes positive
assurance that they will not have, and can be effectively excluded from,
access to all classified information in the possession of the facility.

(3) In each instance in which a conpany seeks to give such
assurances, the followi ng guidelines shall be taken imte account:

(a) the position which the conpany officials hold and the
extent of their ownership of the conpany, if any —for exanple, it would be
very difficult to accept the company's assurance that a president of a conpany
or an OODEP owning or controlling a sizable amount of stock could be denied
access to classified information or control over the admnistration of
classified contracts;

(b) the seriousness of allegations which led to the sus-
pensi on of the conpany officials’ PCL's —charges of subversive activity
rai se very_grave questions with respect tothe desirability of permtting
t he reteation of high ranking conpany officials in their office-pending the *
outcome of their security cases; and

(c) the actions which the facility has taken to relieve
the officials of their authority and the degree to which they have been
removed from access to classified information. For exanple, a conmpany m ght
pl ace officials whose clearances have been suspended on official |eave or, if
they continue on in active status, transfer themto a facility having no
classified contracts. In such a case, provided notice that these officials’

cl earances have been suspended is given to the other conpany officials, it my ,
be appropriate to wthhold action that would revoke the FCL.

(4) In summary, this paragraph must be considered in the |ight
of all facts of a particular case. The fact that officials have been renoved
fromtheir offices or given different titles, pending determnations of their
security cases, does not of itself provide the positive assurance that they
can be effectively denied access to classified information. The officials’
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i nherent power. and authority, and with it the |ikelihood of access to FE

classified inf ormat ion, requires close ‘strut iny. \Wenever there 1is any
doubt as to the sufficiency of the action taken by the contractor pursuant
to paragraphs (1) or (2) above, the CSO shall imediately request advice -
fromthe Director, DS, ATTN. Deputy Director (Industrial Security).

(5) In all cases where DISCR has denied, revoked, or suspended
the PCL of an OODEP, the CSO shall conplete the actions prescribed by this

paragraph and paragraph e below, pertaining to the affected facility, within 5
wor ki ng days of notification of the DISCR decision. |[f the action is not ac-
conplished with the prescribed time, the CSO shall formally advise the
Director, DIS, ATTN. Deputy Director (Industrial Security), through the
Regional Director, of the reason for the delay.

e. If the facility does not take pronpt positive action as required
I n paragraph d above, the CSO shall be responsible for the follow ng.

(1) If the contractor is not performng on a current classified
contract, suspend or revoke the FCL, as appropriate. |In this connection the
CSO shal |l take Immediate action to recover all classified information in the
contractor’s possession.

(2) If the contractor is performing on a classified contract,
the CSO shall take immediate action to ensure that all classified information
in the contractor’s possession is being effectively safeguarded. The CSO shal |l
coordinate with the contracting officer of the UA concerned who shall determne . “'”
whether to termnate or continue the contract. |f the UA's decision is to con-
tinue the contract, the CSO shall notify Director, DIS, ATTN. = Deputy Director
(I'ndustrial Security) and supply a full statement of the facts. The CSO shall
take appropriate action to ensure that the contractor is permtted access only
to that classified Information necessary in the performance of the contract
concerned. Al other classified information in the contractor’s possession shall
be recovered. If the UN S decision Is to termnate the contract, the CSO shal |l
suspend or revoke the FCL,as appropriate, and take inmedi ate action to recover
all classified information in the contractor’s possession. The action taken
shall be reported pronptly to DI SCO through the subm ssion of a DIS Form 553,
wth a copy of the DIS Form 5S3 sent to the DpuUsD(P), ATTN. DSP&P, The
Pent agon, Washington, D.C. 20301 and Director, DS, ATTN. Deputy Director

(I'ndustrial Security). The DTIC shall be advised by submission of a revised
DIS Form 553.

f.  Wien a CSO determ nes that there is i nmedi at e danger of
classified informati on being conprom sed or that security conditions in a
facility are unsatisfactory to the degree that the FCL should be revoked,
action shall be taken in accordance with paragraph 4-201.

g. |If a FCL has been revoked on grounds pertaining solely to the
physical elenments of security, the LOC issued for the personnel of the facility
need not be revoked. |In such cases, however, the individuals concerned shall
not be furnished access to additional classified information. |f corrective
action is subsequently taken by the contractor to bring the facility up to the
standards prescribed in the ISM the CSO may grant a new FCL. |f such action
is taken wthin 6 nonths fromthe tine of revocation of the FCL, it will be
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unnecessary to issue new LOC's for the personnel of the facility. [If the tine
| apse is nore than 6 nonths, the investigations of the personnel concerned
shal | be brought up to date and new LOC i ssued.

h. Wen a FCL has been granted and any information devel ops which
indicates that the facility should no |onger be eligible for the FCL, the
activity discovering such information shall inmediately report the facts to
the CSO. In coordination with interested UA's, the CS0 shall take necessary
action to safeguard the classified naterial and, if appropriate, proceed to
revoke the FCL in accordance with paragraph 4-201. The Director, DS, ATTN
Deputy Director (I ndustrial Security) shall be advised and where indicated, a
full report shall be made to the DUSD(P), ATTN. DSP&P. The DI SCO shal | be
advi sed pronptly of such action by submssion of a DIS Form 553.

2-122 Appeal s Not Authorized. In the followi ng cases, denial or revocation
of a FCL is taken exclusively by the DIS; appeals to the DUSD(P), ATTN: DSP&P,

are not authorized:

a. cases involving research, devel opnent, and production of COMSEC
or SENSI Tl VE COMPARTMENTED | NFORMATI ON equi pnent or information;

b. cases involving denial. or revocation of a FCL for a contractor
or prospective contractor based on grounds of an overall security evaluation of

unsatisfactory, or on conditions which constitute an | medi ate danger of
compromigse Of classified information;

e. cases involving failure of the contractor to obtain a PCL for or
to exclude a RFI; and

d. cases involving contractors listed in the “Consolidated List
of Debarred, Ineligible, and Suspended Contractors,” provided the €SO has
taken the action required by paragraphs 2-111g and 2-118g.

2-123 Reprocessing of a Facility Security C earance That Has Been Revoked.

a. |f a FCL has been revoked for the reasons set forth in paragraph
2-121f, and the CSO considers that there are new eircumstances Whi ch warrant
granting a FCL, recomrendations shall be made to the Director, DIs. On
approval, a new FCL shall be granted by the CSQO

b. |f a FCL has been denied or revoked as a result of action taken
by DISCR and the CSO considers that there are new circunstances which warrant
the granting of a FCL, recommendations shall be nade through DI SCO to the DUSD(P),
ATTN . DSP&P . This procedure does not authorize the CSOto grant a FCL in
such case, pending final action under the Industrial” Personnel Security
Cl earance Program

PART 2. U.S. FACILITIES THAT ARE FOREI GN OMNED, CONTROLLED, OR | NFLUENCED

2-200 Application. This part establishes the policy concerning the -
clearance of facilities under FOCl; provides criteria to reconsidered for
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determining whether facilities located in the U. S., Puerto R co,and U S
possessions or trust territories are under FOCl; prescribes procedures for
“ the clearance offacilities determ ned tobe under FOCI; and outlines

responsibilities In FOCI matters,

2-201 Ceneral Policy.

a. A facility shall be considered under FOCI when a reasonable
basi s exists to conclude that the nature and extent of FOCl is such t hat
forei gn dom nance over the managenent or operations of the facility may
result in the conprom se of,classified information or inpact adversely the
performance on class if ied contracts.

b. A facility that is owned, controlled, or influenced by a
foreign national or a conmercial or, governnental entity froma Communi st
country or a country overtly hostile to the U S. will not be eligible
for a FCL.

C. A f acility that is owned, controlled, or influenced by
foreign interests other than those included in b above may be eligible
for a FCL, provided action can be taken to negate effectively or reduce
associated FOCl risks to an acceptable |evel.

d. Contractors cleared or being considered for a FCL under this
part who require release of COMSEC i nformation are subject to the provi-
sions contained in the “National Conmunications Security Conm ttee Policy
Nunber 2“ (NCSC=2) .

2- 202 Factors. The follow ng factors shall be considered in determning
whet her a business or educational entity is under FOCI:

a. foreign interest” ownership or beneficial ownership of 5 per-
cent or nore of the organization s securities;

b. ownership of any foreign interest In whole or in part;

¢. maagggenent positions held by foreign interests such as
directors, officers, Or executive personnel;

d. foreign interests control or influence or are In a position
to -control or influence the election, appointment, or tenure of directors,
officers, or executive personnel of the organization;

e. contracts, agreenents, understandings, or arrangenents wth
foreign interests;

f.  indebtedness to foreign i nterests;
g. any inconme derived from Communist countries, countries overt-

|y hostile to the U.S., or incone in excess of 10 percent of gross income
fromother foreign interests;
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h. 5 percent or nore of any class of the entity's securities
are held in “nom nee shares," in “street names," Or in some other method
that does not disclose the beneficial owner of equitable title;

i. interlocking directors wth foreign interests; or
j. any other factor that indicates or denonstrates a capability

on the part of foreign interests to control or influence the operations or
managenent of the business organi zation concer ned.

2- 203 Procedur es.

a. |f any of the factors outlined in paragraph 2-202 above are
present, the CSO shall review the case to determne the relative signifi-
cance of each factor in assessing the firmis initial or continued eligibil-
ity for a FCL. The CSO may be del egated authority to grant or continue a
FCL when one or nore of the follow ng circunstances are present, provided
there is a-favorable finding by the Drector of Industrial Security:

(1) interlocking directorates involving firnms |ocated in
non- Communi st countries, provided that a general security of information
agreenment (GSOIA) exists with the country invol ved,

(2) if licensing, patent, sales, or trade secret agreenents
exi st or are entered 4into With any foreign interest, including a subsidiary
of the contractor, and if the contractor’s SPP includes adequate provisions
to ensure that RFI's who are parties to such agreenents shall be denied
access to all classified records, infornmation, and nmaterial, and to con-
trolled areas -- in all such cases the contractor shall be informed of the
obligation to conply with the State Department’s | TAR (reference (i)) as it
pertains to such agreements with foreign interests;

(3) 1if income from Communi st countries does not exceed
5 percent of gross incone, and incone fromother countries does not exceed
20 percent of gross incomne;

(4) if the contractor has ownership in foreign subsidiaries
or affiliates that are |ocated in non- Cormuni st countri es:

_ (5) if Information disclosed regarding securities held in
“nom nee shares” and “street names” reveals no indication of foreign

beneficial ownership; or

(6) if indebtedness to foreign interests does not exceed
5 percent of current assets.

b. |f the CSO determnes that the firmmy be ineligible for a
FCL or that additional action may be necessary to nullify or negate the
effects of FOCI, the firmpronptly shall be advised and requested to submt
a plan of action to preclude foreign interests fromaccess to classified
3 information. Assistance shall be provided to the facility in formul ating
..¥  such a plan in accordance with paragraph 2-204 below. In addition, nanage-
ment shall be advised that failure to submt the requested plan within the
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prescribed period of tinme will result in termnation of FCL processing
action or initiation of action to revoke an existing FCL, as applicable.

C. Wienever the CSO is unable to resolve the FOCI factors
present or has not been del egated authority to grant or continue a FCL as
provi ded for. in paragraph a above, the facility case file shall be referred
to the Director, D1S, ATTN. Deputy Director (Industrial Security), for
determnation as to eligibility for a FCL. The facility case file shall
be docunmented to set forth the FOCl factors present, as well as the facil-
ity’s proposed plan of action 7/ to reduce effectively the associated FCCl
risks t0 an acceptable level. The case file also shall contain the CS0's
eval uation and reconmendation and, as appropriate, an opinion of |egal
counsel. If legal advice is required to process the case, the Director of
| ndustrial Security should consult with the Ofice of Counsel of the DCASR
servicing the area. Cases in which a foreign interest has acquired a major-
ity of the voting stock of a cleared U S firmwll be reported i mediately
to the Director, DIS, ATIN: Deputy Drector (Industrial Security), concur-
rent with invalidation of the PCL in accordance with paragraph 2-118k above.

d. On receipt of a referral fromthe CSO the Director, DIS
will cause a review to be nade of the case. If, after such review, it is
determ ned that unacceptable risk associated with FOCl is present, and that
the facility's proposed plan to negate or elimnate such risk is inadequate,
the Director, DIS shall advise the facility, through the CSO of the neas-
ures required to beconme eligible for a FCL. The facility shall be advised
that failure to adopt the recomended or other acceptable nmeasures shall
preclude final determnation of the facility's eligibility for a FCL and
will result in denial or revocation of the FCL. [If, however, the facility’'s
proposed plan 1s viewed as adequate by the Director, DS, or the nodifica-
tions suggested by DIS are subsequently accepted by the facility, the
Director, DIS shall determne the facility to be eligible for a FCL.

e. in the event of an adverse determnation by the Director,
DIS, the facility shall be advised that the decision nmay be appealed in
witing to the Deputy Under Secretary of Defense (Policy) (buSp(P)), ATTN:

Director, Security Plans and Prograns, whese decision in such matters shall
be final.

2-204. Assi stance. \Wenever requested by the facility, or on receipt of
the report required by paragraph 6a(4)(f), ISM, the CSO or the Deputy Direc-
tor (Industrial Security), HQ D1S shall provide the facility in witing

7/ Afacility s proposed plan of action may consist of one of the nethods
prescri bed by 2-205 below, or any conbination thereof, as appropriate.
It may also consist of neasures that provide for the physical or
organi zational separation of the facility conponent performng the
classified work, nodification or termnation of agreenents with foreign
interests, diversification or reduction of foreign source incomne;
assi gnment of specific security duties and responsibilities to board
menbers; formulation of special executive-level security conmttees to
consi der and oversee classified matters; and other actions to negate or
reduce FOCl to acceptable |evels.
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% with the DoD policy regarding FoCL and will consult with the facility as
needed to provide additional advice and guidance regarding the facility's
proposed aection plan. Docunents relating to these discussions:-and reports
made pursuant to the foregoing are presunptively proprietary when appro-
priately designated by the facility and shall be protected from unauthorized
di scl osure and handled on a strict need-to-know basis. Wen such reports
are submitted i n confidence, they shall be marked “FOR OFFI Cl AL USE ONLY”
(FOUO) . DoD Directive 5400.7 (reference (l)) contains exenptions which, to

the extent applicable to FOUO records, may be invoked to withhold them from
public disclosure.

2-205 Met hods to Negate or Reduce Risk in Foreign Oanership Cases.

Under normal circunstances, foreign ownership of a US. firmunder consid-
eration for a ECL becones a concern to the DoD when the anount of foreign
owned stock is at least sufficient to elect representation to the U S
firms board of directors, or foreign interests are otherwise in a position
to select such representatives (equivalent equity for unincorporated busi-
ness enterprises). Foreign ownership which cannot be so manifested is not,
in and of itself, considered significant and, therefore, shall not be
considered as the sole criteria for processing urder this paragraph 8/.

a. Board Resol ution. Wen the amount of stock owned by the”
foreign interest Is sufficient to elect representation to the board or an
agreement exists whereby the foreign interest is permtted representation on
the board, the effects of foreign ownership will ordinarily be mtigated by
a resolution of the board of directors whereby the cleared firmrecognizes
the elements of FOCI and acknow edges its continuing obligations under the
DD Form 441. The resolution shall identify the foreign sharehol ders and
their representatives, if any, and note the extent of foreign ownership,
including a certification. that the foreign shareholders and their
representatives will mnot. require, wll not have, and can be effectively
excluded from access to all classified information in the possession of the.
cleared facility, and will not be permtted to occupy positions that may
enable themto influence the organization's policies and practices in the
performance of classified contracts. Copies of such resolutions shall be
furni shed to all board nenbers and principal managenent officials. in
addition, the substance of the foregoing resolutions shall be brought to the
attention of all “cleared personnel by publication in the firms SPP. An
annual certification shall be provided to the €S¢ acknow edgi ng the con-
tinued effectiveness of the resolutions. Conpliance with the resolutions
shal | be verified during periodic security inspections. There are
circunstances when it may become’ necessary for the board of directors to
adopt further resolutions and take additional admnistrative actions in
order to assure the U S. Government that the existing FCL remains clearly
consi stent with the national interest. The following criteria also shall

8/ Instances involving |ess significant foreign stockholdings are anal yzed
"u to assess source and to determ ne possible-significance when considered
Y in conjunction with other aspects of foreign involvenent that may be
present in a, particular case.
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be satisfied in order for a board resolution to be used as the sole nethod 4
required to negate or, effectively reduce the risk of conpromse arising from
foreign ownership within the |evels prescribed herein.

(1) Identified U S interests owmn a majority of the stock, a
foreign interest is not the largest single shareholder, and the nature and
distribution of the mnority stockholdings and the conposition and structure
of management do not permt foreign interests to control or domnate the
busi ness managenent of the U. S firm

(2) The chairman and chief executive officer of the US.
firmare US. citizens.

b. Voting Trust Agreenent. A voting trust agreenment is an
acceptable method to elimnate risks associated with foreign ownership when
a foreign interest owns a majority of the voting securities of the U S firm
or, if less than 51 percent foreign owned, it can be reasonably determ ned
that the foreign stockholders or their representatives are in a position to
effectively control or have the dom nant influence over the business manage-
ment of the U S firm Under this arrangenent, the foreign stockhol ders
shall transfer legal title of foreign-owned stock to the trustees. The
voting trust arrangenent unequivocally shall provide for the exercise of all
prerogatives of ownership by the trustees with conplete freedomto act
| ndependent |y without consultation with, interference by, or influence from
foreign stockhol ders. Except, however, the trust agreement may limt the
authority of the trustees by requiring that approval be obtained from the
foreign stockholder(s) with respect to: (i) the sale or disposal of the
corporation®assets or a substantial part thereof; (ii) pledges, nortgages,
or other encunbrances on the capital stock that they hold in trust;

(ii1) corporate mergers, consolidations, or reorganization; (iv) the.

di ssolution of the corporation; and ‘(v) the filing of a bankruptcy petition.
The trustees shall assume full responsibility for the voting stock and for
exercising all managenment prerogatives relating thereto in such a way as to
ensure that the foreign stockhol ders, except for theapprovals just
enunerated, shall be insulated fromthe cleared facility and continue solely
in the status of beneficiaries. The facility shall be organized, struc-
tured, and financed so as tobe capable of operating as a viable business
entity independent fromthe foreign stockholders. The certification and
visitation provisions of paragraphs 2-206 and 2-207 bel ow are required under
this arrangement. There shall be three trustees, and at least one shall be-
come a nember of the board of directors. In addition, trustees shall be:

(1) responsible U'S. citizens residing wwthin the U S., who
are capable of assumng full responsibility for voting the stock and exer-
cising the nmanagenment prerogatives relating thereto ir such a way as to en-
sure that the foreign stockhol ders shall be effectively insulated fromthe
cl eared facility,

(2) conpletely disinterested individuals with no prior in-
volvement With either the facility or the corporate body in which it is
| ocated, or the foreign interest, and
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(3) eligible for and issued a PCL.to the |evel of the FCL.

Wen a vacancy occurs, a successor trustee shall be appointed by-the re-
mai ning trustees. Before being accepted as trustees by the Director, DS
the “trustees shall be advised, in witing, by the CSO of the duties and

responsibilities they are undertaking on behalf of the U S Governnent to
insulate the cleared facility fromthe foreign interests. Mreover, the
trustees shall indicate, in witing, their willingness to accept this
responsibility.

C. Proxy Agreement. Under this arrangenent, the voting rights
of stock owned by foreign Interests are conveyed to the proxy hol ders by
means of an irrevocable proxy agreement. Legal title to the stock renains
with the foreign interests. Al other provisions of the voting trust as
applies to trustees and the terns of the agreenent shall apply to the proxy
hol ders in the case of a proxy agreement. Conditions for consideration of
use are the same as required for the above.

d. Reci procal Clearance. The DoD has entered into reciprocal
industrial security agreenments wth certain of its allies. These agreenents
establ i sh arrangements whereby a contractor facility located in either
signatory country, which is under the ownership, control, or influence of an
entity fromthe other country may be declared eligible for access to

classified information. This arrangenent also provides for the clearing of
foreign nationals who occupy a position required tobe cleared in connection
with the issuance of a FCL. FCL action is based on the receipt of an
assurance fromthe governnment of the country fromwhich the FOCl enmanates
that the parent firmhas been cleared to the necessary |evel under that
government’s security laws and procedures. Since clearance actions in such
cases rely, in part, on the investigative and clearance procedures of the

ot her signatory government, such reciprocal agreenents are negotiated only
with countries who security laws and procedures are substantially equivalent
to those of the US. If a facility is to be processed for a reciprocal FCL,
the procedures outlined in paragraph 2-117 above shall be followed. A
reciprocal FCL may be granted upon satisfaction of the following criteria
and conditions:

(1) there is a reciprocal industrial security agreement with
the foreign governnent concerned;

(2) a foreign business entity enjoys mgjority or controlling
ownership of the U.S. firm or a foreign interest is otherwise in a posi-
tion to effectively control or have the dom nant influence over the business
managenment of the U S firm and

(3) the facility does not require access to classified
dnformation which is not releasable to the foreign government from which the
ownership stems.

e. Special Security Agreenent.

0y
W L

.. (1) This arrangenent nmay be considered for use when the
et foreign interest owns a mpjority of the voting stock of a US. firmor, if
| ess than a majority is owned, such stockholdings are sufficient to concl ude
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reasonably that the f oreign sharehol ders or their representatives are in a
position to effectively control or have the dom nant influence over the
busi ness nmanagenent of the U S. firm, and the foreign shareholders elect to
retain control or dom nance of operations and managenent.

(2) Eligibility for processing under this paragraph also
requires a UA and '0SD determ nation that issuance of a FCL will serve the
national interest. Such determnations sleng With sufficiently detailed
supporting justification, shall be forwarded to the DUSD(P), ATTN: Director,
Security Plans and Prograns, for confirmation in coordination with appro-
priate OSD staff el ements. The authority to make this determ nation shall
not be del egated bel ow the Assistant Secretary or conparable level of the UA
concerned Oor his or her designee. Followng confirmation of national inter-
est considerations 9/ end coordination wth non-DoD conponents, as approp-
riate, DUSD(P) will direct DISto initiate devel opnent of a special security
agreement and inform DI'S regarding any prohibited categories of classified
information (See paragraph 2-117a), access to which is not required by the
US firm and which will not be authorized for release after issuance of
the FCL. Categories of such information not approved for release, if any,
shal |l be reflected on DIS Form 553, DI'S FL 381-R, and DI SCO Form 560.

(3) The special security agreement concept may be considered
as a fully acceptable alternative to voting trust or proxy agreenent arrange-
ments, provi ded the ownership stens from a country in which the U S. has
entered into a formal reci procal security agreenment and all personnel re-
quired to be cleared in connection wth the FCL are U S. citizens, except
that the facility shall normally be ineligible for a TOP SECRET FCL. This
arrangenent may al so be considered when the ownership stens from countries
in which the U S. has not entered into formal reciprocal.arrangenenta,
provided a GSOIA or other simlar bilateral security agreement exists wth
the country concerned, all personnel required to be cleared in connection
with the FCL are U S. citizens, and the FCL is limted to the CONFI DENTI AL
| evel .

(4) This agreenent ordinarily shall include annual FCCl
meetings with the principals, visitation agreenents (appropriately nodi-
fied), assignment of specific security duties and responsibilities to board
menbers, formulation of special executive-level security conmttees to
consider and oversee classified nmatters, and the execution of anyboard
resol utions deened necessary. A facility under FOCE may be granted a FCL
under this arrangenent only when the terns and conditions of the special
security agreenent, in conjunction wth ISM requirenments, are determned to
reasonably and effectively preclude the unauthorized disclosure of classi-
fied information to foreign interests. The neasures taken to acconplish
necessary security safeguards will depend upon the nature and extent of FOC
in each particular case. Accordingly, each such special security agreenent
is considered unique and its contents shall be devel oped &snd tailored on a
case-by-case basis, wholly dependent On the facts and circunstances present
in each instance. The special security agreenent shall generally prescribe

9/ The NSA, as the Executive Agent for COMSEC, enjoys final approval
authority regarding the rel ease of COMSEC information to a facility
operating under special agreenent arrangenents.
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responsibilities, obligations, limtations, .and other security safeguards
and mechani snms concerning personal, physical, and organi zational aspects
deened necessary by the parties to the agreenent. The U.S. firm the
foreign interests, and the DoD shall be parties to the agreenent.

(5) The granting of a FCL under this arrangement, or any
request for an exception to the policy prescribed herein, requires the
approval of the DUSD (P).

2- 206 Visitation Agreements. |n every case where a voting trust
agreenent, proxy agreement, or special security agreenent is enployed to
eliminate risks associated with foreign ownership, a visitation agreenent
shal | be executed between the facility, the foreign interest, the CSO, and
as appropriate, trustees, proxy holders, or other designated individuals,
hereinafter referred to collectively as trustees. Visitation agreements
shall identify who may visit, for what purposes, when advance approval iS
necessary, and the approval authority. The trustees shall have approval
authority. The facility shall submt individual requests to the approval
authority for each visit. The visitation agreement shall providethat, as
a general rule, visits between the foreign stockhol der and the cleared U S.
firmare not authorized; however, as en exception to the general rule, the
trustees, may approve such visits in connection with regular day-to-day
busi ness operations pertaining strictly to purely comercial products or
services and not involving classified contracts.

2- 207 Certification and -Conpliance. At the inception of any method,,
agreenent, or simlar arrangenent entered into pursuant to paragraph 2-205
above, and at |east once each year thereafter, representatives of the CSO
HQ DI'S, the trustees, proxy holders, facility managenent, or, as appro-
priate, other designated individuals, and it requested, the foreign inter-
ests, shall meet to review the purpose of the pertinent arrangenent and to
establish a common understandi ng of the operating requirenents and how t hey
Will be implemented Within the firm These FOCU reviews will be ained
expressly at ensuring conpliance with all board resol utions, special con-
trols, practices, and procedures established to insulate the facility from
the foreign interest generally, and to discuss matters pertaining to the
conpliance or acts of nonconpliance with the terms of voting trust, proxy,

or special security agreements specifically. These reviews also provide the
opportunity for DIS to furnish the principals with any necessary gui dance or
assi stance regarding problens or inpedinments associated with the practical
application or utility of the approved arrangenment, such as foreign disclo-
sure determ nation delays and non acceptance of wvisit requests. In addition,
at the end of each year of operation, the trustees, shall submt to the €S0
an annual inplementation and conpliance report. Any indication of noncom.
pliance nust be explained, in witing, by the firmfor evaluation by the CSO
Failure on the part of the US firmto ensure conpliance with the terns of
the applicable arrangenent in the best interests of the U S. Governnent, may
constitute grounds for termnation of the pb Form 441 and revocati on of the
FCL.

2-208 Effects of This Part on Prior Facility Security C earances. U S,
firma granted FCL's under previous policy wll not be affected by this part.
Such firma may, as appropriate, however, request modification of exi sting
arrangenents in accordance with this part.
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Part 3. PERSONNEL SECURI TY CLEARANCES AND DENI ALS FOR CONTRACTOR PERSONNEL

2- 300 Application. This part establishes policy and procedures for the
granting of PCL's for U S. contractor personnel, including Inmgrant aliens;
security assurances for U S. citizens in countries with which the U S. has
entered formal reciprocal arrangements and security assurances for citizens of
t hese countries who are enpl oyees of U.S, contractors; and for the granting of
access authorizations to RATO classified information. Im addition, this part
sets forth procedures for the recommendation for suspension, revocation, or
deni al of PCL's.

2- 301 Security O earances for Personnel

a. Ceneral. A PCL is an admi nistrative determination that an
ind:lvidual is eligible, froma security point of view, for access to classified
i nformation of the sane or lower category as the level of the PCL being granted.
A PCL granted by the DoD or by a contractor for access to classified infornation
is valid for access to classified information of the same or lower category. A
PCL (or an interimPCL) is required for contractor personnel prior to granting
t hem access to classified information. Personnel shall not be cleared for access
to classified information of a higher category than the |evel of security
cl earance of the facility at which they are enpl oyed except for.

(1) consultants, as provided for in paragraph 2- 106 of this
regul ation, and

(2) enpl oyees of a MFO (including those enployed or physically
| ocated at uncleared facilities) who (i) require access to a higher category
of classified information In connection with the performance of their duties
at another cleared facility or at a government installation, or (ii) are
transferred to an uncleared facility or to a facility with a |ower |evel of
cl earance within the MFO, provided the contractor desires toretain the LOC at
the higher level so it will be available in the event the individual is
transferred back to a facility at which the clearance will be needed. A
cl earance granted under this authority shall not be of a higher category than
the FPCL of the HOF or appropriate PMF of the contractor, and the LOC will be
| ssued or forwarded to the HOF or PMF.

b. Interim earances. In an energency situation, in order to
avoid crucial delays in precontract negotiations or contract negotiations, on
performance of a contract or under the conditions described in paragraphs
2-307h, 2-308e(2), 2~308g(2), or 2-111b(4) of this section, a PCL based On
lesser Investigative requirements as prescribed by this regulation may be
granted-on a tenporary basis, pending the conpletion of the full investigative
requirenments. If, on review of the DD Form 48 or DD Form 49 it ig apparent
that the full investigative requirements for the level of PCL requested cannot
be conpleted to neet prescribed standards, an investigation to satisfy |esser
interim i nvestigative requirenments shall not be initiated nor shall an interim
PCL be granted. The facility and the contracting officer shall be notified to -
this effect. Wen a clearance based upon the lesser standards is aut hori zed,
this shall be identified as an interimPCL. An Interim?PCL shall not be
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granted unless a request for investigate ion of a type required to satisfy final
cl earance requirenents has been initiated. Wwen an interim PCL has been
granted and derogatory Information is subsequently devel oped during the course
of the investigation, the Director, DI SCO may wthdraw the interim clearance,
pending the conpletion of the investigation. Notice of this action shall be
furnished to the facility. Such wthdrawal will not be construed as a deni al
or revocation of the clearance and referral of the case to the DISCR, 0GC,

CSD for processing is not required prior to the conpletion of the investi-
gation; however, the DISCR, OGC, OSD shall be notified promptly of all such
withdrawal s of interimclearances and the basis therefor.

" c. |nvalid and Void Cl earances. Wen a clearance is issued as a
result of admnistrative error or to an individual not eligible for clearance,
it is invalid and void fromthe date of issue. Wien it has been determ ned
that an invalid and void clearance has been issued, the Director, D SCO shal
wi t hdraw such a cl earance. The Director, DI SCO shall apprise the contractor
that the wthdrawal action is taken w thout cause or prejudice against the
i ndi vidual. The contractor shall be requested to return the LOC. A copy of
such official notice to the contractor shall be provided the CSO and the Deputy
Director (Industrial Security), HQ DI S.

d. Adm ni strative Termnation of a Clearance on the Basis
of Expressed Conviction. A contractor enployee who |s being processed for an
Industrial PCL or is currently cleared nust have a need for access to classified
o information in order for a clearance to be processed or continued. Enployees
(7% who have submitted their bD Forns 48 or. 49, but who aver on the form or
¥ otherwise nmake it known that they will not work on a classified contract or
performin a capacity requiring access to classified information for any
reason, cannot be considered either as bona fide candi dates for clearance or
| ndi vi dual s whose continued cl earances are in the best interest of the
government, notwithstanding the formal initiation cf clearance requests or the
| ssuance of a clearances. Such a reservation on the part of enpl oyees negates
the requirement for their clearances because they will not, in fact, have
access t0 classified information. On receipt of a report by the contractor,
DISCO w || correspond with the enployees to obtain verification of such
objections and elicit 4n witing fromthe enployees their individual positions
relative to the fol |l ow ng questions.

(1) WII these applicants perform duties on a classified
defense contract if so assigned by their enployer, even though the contract
will directly further the mlitary capability of the U S ?

@QWII such applicants follow all security directives and
instructions, and otherwise fulfill all of their personal responsibilities
concerning the safeguarding of classified infornmation?

(3') Will such applicants report to the contractor or to
government security representatives ary effort by an unauthorized person or
persons to elicit any classified information fromthen?

Should DI SCO be unable to elicit a satisfactory response fromthe enpl oyees
t hrough correspondence, DI SCO shall request interviews of the enployees In

-order t0 resolve the matter. Wien verified, the clearance requests or

exi sting clearances will be admnistratively termnated by the Director or

Qé&{'ﬁ_ﬁ -
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Deputy Director, DI SCO wthout prejudice to the individuals concerned, and .
the contractor and the enployees will be advised of the termnation.

2- 302 Def ense |ndustrial Security Cearance Ofice.

a. The DISCO is responsible for initiating investigation, issuing .
cl earances, maintaining clearance records, and prepari ng recommendations to
t he DISCR, 0GC, OSD for suspension, revocation, or denial of clearance, when
applicable, with respect to PCL's for all contractor personnel falling within
the scope of this regulation.

b. The DISCO Wi || receive requests for PCL's fromall cleared con-
tractor facilities. Each request will be reviewed for necessity, conpleteness,
and accuracy. The DI SCO will, fol | owi ng acceptance of the request, initiate a
request for apersonnel security investigation.

¢t Al actions having a bearing on contractor PCL's will be
recorded in the PSCF.

d. Existing LoC's are valid during the periods specified in
paragraph 2-307b, or until suspended, revoked (see paragraph 2-320), or
admnistratively termnated, without prejudice to the individual (see
paragraphs 2-310 and 2-402). Adverse information concerning the subject of
the LOC shall be reported promptly to DI SCO

€. Except as outlined below LOC's shall be issued to the facility SN
at which individuals are enmployed or physically located. The exceptions,
applicable only in the case of a MFO, are as follows.

(1) This includes situations as described in paragraph 20d,
1sM, where the enployees, in connection with the performance of their duties
at other cleared facilities or a government installation: (i) requires access
to a higher category ofclassified information than the FCL of the facility at
which they are enployed or physically located, or (ii) when they are are
enpl oyed or physically located at an uncleared facility. In such cases, the
LOC's are issued to the HOF or appropriate PMF of the MFO, and they may not be
for access to a higher category of classified information then the |evel of
the FCL of the HOF or PM.

(2) Wen contractors elect to have LoCs for all enployees

igsued t0 the HOF or PMF at which the individuals are enployed or physically

| ocated, contractors shall include in their SPP this procedure and forward
the SPP to the CSO. On receipt of the SPP, the CSO shall review the SPP,
coordinate with DISCO, and notify the contractors of the adequacy of the SPP.
The CSO may, at its option, visit the uncleared |ocation to evaluate the
effectiveness of personnel security admnistration as it relates to briefings)
foreign travel, termnation statements, notifications, and so on. The SPP
shall identify: (i) each facility of the MFO, or (ii) each facility of the
MFO that is located wthin the geographical or functional area for which the
PMF 18 adm nistratively responsible.

(3) This also Includes situations as described in paragraph :
203, ISM, when. individuals are required tobe cleared in connection with the ’
HOF security clearance and their primary place of work is at another”
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facility of the MFO. 1In this case, LOC's are issued to both the HOP and the
facility where the individuals are primarily enployed. An appropriate”
notation shall be included on the DI SCO Form 560.

2-303 Special Status of Certain Anerican Indians Born in Canada. American
resident menbers of the Six-Nation Confederacy or the Sovereign Nation of Iro-
quoi s I ndi ans (Semeca, Cayuga, Onondaga, Onei da, Tuscarora, and Mbhawk tri bes)
born in Canada who possess at |east 50 percent tribal blood are eligible for

cl earance for access to classified information in the sanme manner as any ot her
immigrant alien without, however, being required to possess an inmgrant visa
for permanent residence. The Immgration and Naturalization Service,
Departnent of Justice, and the Bureau of Indian Affairs, Department of the
Interior, shall be checked, in addition to the investigation prescribed by
paragraph 2-319 of this part, for registration as aliens and to determ ne
under the provisions of the Inmagration and Nationality Act of 1952 (reference
(kk)) whether the individual has 50 percent tribal (Indian) blood.

2- 304 Transfer of Personnel Between Facilities of a Multiple Facility
Organi zation. The follow ng procedure shall apply when an enpl oyee, who has

been granted a PCL by the DoD, is transferred wwthin a MFO, and the contractor
requires the enployee to have access to classified information in the perform
ance of his or her new duties.

a. The DI SCO, having been notified by the contractor of the
enpl oyee’ s transfer, shall annotate the DI SCO Form 560 to show the enpl oyee’s
new pl ace of enploynent.

b. The individual concerned shall not be requested to submt DD
Form 48, DD Form 49, or (FD Form 258)“ Applicant Fingerprint Card,” unless a
hi gher level of clearance is required at the gaining facility or there is
i nformation which indicates that the granting of a clearance m ght not be
clearly consistent with the national interest.

C. A PCL transferred under the provisions of this paragraph nmay be
of a higher security level than the FCL of the gaining.facility (see paragraph
2-301a).

2- 305 Processi ng of a Hostage Case.

a. A hostage case is defined as one falling within the range of
subsection V K of DoD Directive 5220.6 (reference (11)). The situation des-
cribed in subsection VK cones about when, with respect to the relatives of the
applicant or of the spouse, there are: *“any facts or circunstances which
furnish reason to believe that the applicant may be subjected to coercion,

i nfluence, or pressure which may be likely to cause action contrary to the
national interest. Such facts or circunstances may include the presence of a
close relative, friend, or associate in a nation whose interests nmay be inimcal
to the interests of the US., or in satellites or occupied areas of such a

nation. Cose relatives include parents, brothers, sisters, offspring and
spouse.”
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b. The follow ng procedures shall apply when a contractor, under
the provisions of paragraph 24b(5), ISM, subnits a hostage case to DISCO for
further evaluation and determnation of continued eligibility for access to
CONFI DENTI AL information. The DI SCO shall request that:

(1) a NAC be. conducted,

(2) the scope of the investigation be expanded, as appropriate,
to resolve the allegation that the individual mght act contrary co the naticnal
| nterest because of coercion or pressure due to former residence in, or having
relatives in Comunist countries; and

(3) a personal interview by the investigative activity be held
with the individual to determne the extent of the hostage situation, to
provi de gui dance, and to encourage reporting of any attenpted coercion.

C. In al | other-hostage cases, DISCO shall:

(1) request the investigation prescribed in paragraph 2-308,
and

(2) request the additional actions prescribed ir paragraphs
b(2) and (3) above.

d. On conpletion of the action prescribed in paragraphs b or c
above, DI SCO shall, if clearly consistent with the national interest, issue to
the contractor a DI SCO Form 560 for the individual concerned. |f such deter-

m nati on cannot be made in the case, the procedures outlined in paragraph
2-320.0f this regulation shall apply.

2-306 Processing of a Representative of a Foreign Interest Case.

a. Special requirenents are established in paragraph 20k, 1SM for
subm ssion of a request for clearance on a RF1 including those individuals who
are presently cleared or those individuals who becone RFI's while in the
process of being cleared. RFI's are not eligible for PCL's if one of the
foll ow ng conditions exists.

(1) The foreign interest involves a Comunist country or a
citizen, firm or other entity of a Comunist country.

(2) The individuals’ work as representatives of a foreign
Interest could create a potential conflict of interest situation vis-a-vis
their work for the contractor if PCL's were to be issued for them (A
potential conflict of interest situation is considered to exist when an
individual's technical or scientific endeavors on behalf of a foreign interest
are simlar to his or her technical or scientific endeavors on behalf of the
U.S. contractor; for exanple, the individual 1is perform ng services as a
consultant to a foreign government and to a U.S. contractor involving the sane
general scientific or technical discipline).

(3) The individuals are not US. citizens or U S nationals. 3
This general exclusion is not applicable to citizens who are of countries with
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which the U S. has entered into formal reciprocal arrangenents and who are
eligible for or have been previously granted reciprocal clearances in
accordance with the provisions of paragraph 31, ISM. \Were it is determ ned
that any of the foregoing conditions exist, the case shall be referred to the
Director DIS, ATTN: Deputy Director (Industrial Security). 1f the Director,
DIS concurs in the DI SCO determ nation that any of the foregoing conditions
exi st, DI SCO will be advised to notify the contractor that pursuant to
paragraph 20k, ISM, the individual is not eligible for a PCL, and any pre-
viously issued PCL shall be admnistratively w thdrawn.

b. In cases where a RFl is eligible to be processed for or continues
to possess a PCL, DI SCO shall review the clearance application with particular
attention to the statenent of full disclosure submtted pursuant to paragraph

20k, ISM, to determne the security significance of the foreign affiliation. If
DI SCO determ nes the circunstances of the foreign affiliation or other con-
siderations in the case raise a question that the individual may be subject to
coercion, pressure, or otherwise i nfluenced or placed in a position which
coul d jeopardize the security of classified information or be otherw se con-
trary to the national interest, DISCO shall initiate an investigation to

. obtain all the facts of the matter. This shall include investigation to
verify the information furnished by the applicant in accordance w th paragraph
20k, 1SM, which describes the foreign affiliation. It should be determ ned
whet her or not the foreign entity is under Communi st ownership, control, or
influence. In addition, the nature of the business or activity of the foreign
entity should be’ determined. For exanple, the report should indicate and

> fully describe-the nature of the business and products of the foreign entity,
> in order that a determnation can be nade as to whether the circunstances of

the foreign affiliation furnish reason to believe that the individual nmay be
subject to coercion, pressure, or otherwise influenced to act contrary to the
national interest. Normally, the necessary information with respect to the
foregoing can be obtained fromthe U S. Conmercial” Attache in the country
concerned. On conpletion of the investigation, DI SCO shall evaluate the case.
It is then determned that any of the conditions described in paragraph .s
above, are present, .the case shall be referred to the Director DIS, ATTN:
Deputy Director (Industrial Security). On the other hand, if the conditions
described in paragraph a above are not present, but in |light of the
individual's status as a representative of a foreign interest and all of the
other Information available, the Director, DIS determ nes that access would
not be clearly consistent with the national interest, the case shall be
referred to DISCR, 0OGC, OSD, in accordance with paragraph 2-320.

C. In those cases involving a transfer, conversion, or concurrent
cl earance, DI SCO shall review the clearance application with particular attention
to the statement submtted in connection with the request pursuant to paragraph
20k, ISM. |If, on the basis of this review DI SCO determ nes that an invest-
lgation is warranted because of the circunstances in the case, an invest-
il gation to include a NAC and the coverage described in paragraph b above shall
be initiated. In such cases, if otherw se appropriate, the LOC shall be
issued. The investigation as prescribed above shall be initiated as a post-
transfer action. On conpletion of the investigation, the case shall be
eval uated to deternmine if revocation action is required. \Wen appropriate,
* such action will be taken in accordance with paragraph 2-320 of this
.-~ regulation. If the investigation indicates the case falls into one of the
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cat egories described in paragraphs a(l),(2), or (3) &hove, the case shall be 5
referred to the Director, DI'S, ATTN. Deputy Director (Industrial Security).

2- 307 Responsi bility for Effecting Contractor Personnel Security Cl earances.

a. The DISCO shall be responsible for the clearance of suck contractor
enpl oyees as may be required for the performance of any classified contact,
except as provided for by paragraph 1-306, or those CONFI DENTI AL cl earances
whi ch shall be acconplished by the contractor. The DI SCO shall conplete all
actions necessary for the granting of a PCL and will determ ne whether to grant
the clearance or refer the case to the DISCR, OGC, OSD, in accordance with
paragraph 2-320. Subject to the provisions of paragraph 2-320, any prior
industrial PCL actions that may have been acconplished by any mlitary
department, provided these actions neet the investigative basis prescribed in
this regulation, shall not be duplicated, but shall be accepted by DISCO.

b. LOC's previously issued to a facility remain valid as |ong as
an individual is continuously enployed by that facility and during any period
of reenployment with any facility of the same organization which commences wthin
12 nonths after the cessation of prior enploynment, unless otherw se revoked or
adm nistratively withdrawmn. |n addition, when an enployee is granted a |eave
of absence, it shall not be considered as an interruption or discontinuance of
empl oyment so long as it does not exceed 12 nonths.

c. Wienever an individual has been authorized access to classified
information wthin a facility and i s subsequently enpl oyed by another facility
and the procedures established by paragraphs 26e or g, 1sM, are fol | owed,

DI SCO shal |l issue a LOC based on the previous investigation, provided the
foll ow ng conditions are net.

(1) The individual is still enpl oyed by anot her contractor-or
there has been a |apse of not nore than 12 nonths between termnation of
empl oyment and subm ssion of the request for clearance.

(2) The investigative basis upon which the LOC was issued
satisfies the requirenents of paragraph 2-308.

(3) The new LCOC issued for the individual shall not authorize
access to information of a higher classification than the of the facility
empl oying himor her, except as provided for in paragraph 2-301a.

“(4) When individuals have termnated their enployment with the
facility where they have been granted BCL's or when individuals also continue
to be enployed by their other enployers in a capacity requiring access to
classified information, DI SCO shall ascertain fromthe PSCF that there exists
no information which would reflect on the advisability of granting clearances
in accordance with this. paragraph. This includes an evaluation of information
reported under the provisions of paragraph 6a(l) or 6b(1), ISM. However,
unl ess such information is serious enough to support interim suspension
actions pursuant to paragraph 2-320, the clearances shall be transferred
W t hout delay. Wen there is adverse in-formation which does not warrant an
interim action, but does require action in accordance wth paragraph 2-320b,
DI SCO shall initiate the appropriate action concurrent with the transfer of -
t he clearance. -

2-307 96



e
e -

Lo Jx
et

N

f'::.'"

DoD 5220. 22-R

(5) The Db Form 48-3, “Departnent of Defense Personnel
Security Quest ionnaire (Updat lug) ,“ is submtted by the contractor. The
i ndi vidual concerned shall not be required to submt a fully executed DD Form
48, DD Form 49, or FD Form 258 to acconplish the above action unless the basis
of the previous clearance does not satisfy the investigative requirements of
paragraph 2-308, ISR, or there |la information which indicates that the
granting of a clearance mght not be clearly consistent with the national
I nterest.

(6) An exception to the requirenent for subm ssion of a DD
Form 48-3 to obtain a concurrent clearance can be nade when an OODEP of a
parent conpany becones concurrently an OODEP of a subsidiary, or when an OODEP
of a subsidiary becomes concurrently an OOCDEP of the parent conpany. He or
she can be issued a concurrent clearance wthout subm ssion of a DD Form 48-3
provi ded the new clearance being requested is not of a higher level than the
current clearance. In these cases, the contractor will follow the procedures
set forth in paragraph 26g, ISM Any action by the government to suspend or
revoke a concurrent clearance shall be equally applicable to all such
cl earances issued for the consultant or OODEP and the enpl oyers concerned wll
be so notified.

(7) \When a cleared enployee of a collocated cleared facility
as described in paragraph 72c, 1IsM, is transferred to another collocated
facility, DI SCO, on receipt of the DI SCO Form 562, will issue a DI SCO
Form 560 to the gaining facility provided there is no break in enpl oynment
of nore than three (3) working days.

d. Wien a contractor enployee termnates enploynment prior to the
conpletion of an investigation. such investigation may be termnated if this
action is advantageous to the government. Should the investigation be conpleted
only because it is considered nore economcal to do so, the results of the in-
vestigation will be recorded in the PSCF. |f the case has been referred to
t he DISCR, OGC, OSD, they shall be notified inmediately of the term nation of
t he enpl oyee’ s enpl oynent.

e. | f DISCOorthe investigative agency determ nes that the full
i nvestigation cannot be conpleted to nmeet the standards prescribed for the
| evel of clearance being granted, the investigation shall be stopped at that

point. The DI SCO shall be notified promptly and shall, in turn, notify the
facility.

f, In all cases other than those described in paragraphs d and e
above, a PCL action shall continue until the applicant’s eligibility for a PCL
has been determned by appropriate authority, unless it is established that the
clearance is no longer required or the applicant has not requested the continued
processing of his or her case under the provisions of section |V E of DoD
Directive 5220.6 (reference (11)).

.  On receipt of an application for an interim CONFI DENTI AL
cl earance submtted by the contractor in accordance with paragraph 26d, ISM,
DI SCO may issue an interim CONFI DENTI AL clearance as prescribed in paragraph
2-308g(1l). Prior to issuing a clearance Dl SCO shall ascertain fromthe DCII
and the PSCF that no derogatory information exists which could preclude
granting an interim CONFI DENTI AL cl earance.
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h. |nm grant aliens who are not RFI's who reside permanently in
the U S., intend to becone U S. citizens as soon as becomng eligible to do
so, and have been determined qualified pursuant to paragraph 2-327, may be
processed for PCL's in accordance with requirenents established by paragraph
2-308. The investigation shall be expanded to include an interview with
applicants to obtain statements of full disclosure with respect to their
national allegiance, determne their reasons for being in the US., their
intent to reside permanently in the U S., and an expression of their general
attitude toward the U S. wvis-a~vis the country to which they owe national
al legiance. An immgrant alien contractor enployee who does not reside or
does not intend to reside permanently in the U S. and obtain U S. citizenship
is not a bona fide candidate for issuance or continuance of a PCL. The pro-
cessing of a PCL or any existing PCL for such an inm grant alien shall be
admnistratively termnated by DI SCO without prejudice to the individua
concerned. DISCO wll notify the contractor and the enpl oyee of the adm nis-
trative termnation. Residence or assignment of cleared Inmgrant aliens
outside the U S., Puerto Rico, Guam or the Virgin Islands, negates the basis
on which the LOC was issued, and the LOC will be admnistratively term nated
wi thout prejudice by DI SCO on receipt of contractor notification as outlined
i n paragraph 6b(6), ISM  Such individuals, -on visits of 90 consecutive days
or less within a 12-nonth period to foreign areas, are not considered to be
assigned or be in residence outside the U S. Visits in excess of 90
consecutive days duration shall invalidate any existing clearance.

2-308 Requi renments for Security C earances for Contractor Personnel. The
actions requiring acconplishment wth favorable results prior to granting
LOC's to facilities are prescribed below for the various levels of PCL'S.
Except for those foreign nationals eligible to be processed for a clearance
under paragraph 2-323, foreign nationals, as defined herein, are not eligible
for PCL's under the provisions of this regulation. To be processed as an
applicant and to be eligible for clearance, an inmgrant alien nust evidence
an “Alien Registration Receipt Card” (Form No. 1-151 or 1-551) and be a
resident of and intend to reside pernmanently in the U S. ,”"Puerto Rico,

Quam or the Virgin Islands of the United States.

a. Loc's will be issued to facilities, provided the m ninum
i nvestigative requirenents for each category of information as set forth bel ow
are met, and provided information is devel oped which is sufficient tor deter-
mnation that the individual is eligible to be an applicant and to justify a
determnation that the clearance of the applicant is clearly consistent with
the national interest.

b. TOP SECRET Personnel Security d earance.

(1) For U S. citizens, a BL is required.

(2) Immgrant aliens may not be authorized.

C. Interim TOP SECRET Personnel Security C earance.

- (1) For U.S. citizens, an interim TOP SECRET PCL nay be
granted only in those special cases when it is necessary to clear the per-
sonnel t0 prevent crucial delay in precontract negotiations or the award or
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performance of a contract. Special authorization as to the need for granting
an Interim TOP SECRET PCL shall, in each case, be obtained fromthe Head of
the UA or his or her desi gnat ed representative 10.Priortograntingan
interim TOP SECRET PCL, a NAC with favorabl e results shal| be conpleted by the
| nvestigate ive agency pend| ng the conpletion of the required Bl.

(2) Immgrant aliens may not be authorized.

d. SECRET Personnel Security C earance.

(1) For U S. citizens, a RAC is required or, in the case of
former mlitary personnel eligible under paragraph 2-309a, an Entrance NAC is
required.

(2) For Immgrant aliens, aBI is required. Wen an i nm grant
alien is admtted to the U S. for a permanent residence, there is established
a presumption that there has bean a change of national allegiance fromthe native
country to that of the U.S. Wen an inmgrant alien becones eligible for
citizenship but elects not to becone a citizen, the presunption of primry
national allegiance to the US. is placed in doubt. As part of each personnel
security investigation for access to classified information the immigrant
alien applicant shall be interviewed by the DIS to determne if the applicant
owes primary national allegiance to the U S Effective 1 year froni the date
of this issuance, DI SCO shall identif y those cleared contractor inmm grant
alien employees Who have been eligible for U S. citizenship for at least 12
mont hs. - DISCO shall then request a DIS interview of the individual to
determine if the individual owes primary national allegiance to the U S On
receipt of the DIS report, DI SCO shall admnistratively review the case to
determine if it is clearly consistent wth the national security to continue
t he clearance.

e. | nt eri m SECRET Personnel Security C earance.

(1) For U S. citizens, the contracting officer of the UAmay
request DISCOto grant interim SECRET PCL's when it has beeu determ ned that
performance of the full investigative requirenents prior tog ranting access to
SECRET information to an individual wll result im crucial delay in precontract
negotiations or the award or performance of a contract. Satisfactory review
of the DD Form 48 and the files of the DCII pending conpletion of the NACis
authorized as a basis for an interim SECRET PCL. As an exception to the
foregoi ng procedures, the CSO is authorized to approve the grant, by DI SCO of
an Interim SECRET PCL for alarm service personnel (when the service relates to
the suppl enental control requirements of paragraph 14, 1s¥) and personnel who
require a clearance in accordance wth paragraph 20e, |SM when an energency
situation exists, which would render the facility incapable of adequately
saf eguarding classified material in its possession, and no contracting officer

s available to approve the interimclearance request within the tine required
to negate the threat.

e

10/ Each UA shall keep DI SCO currently advised of the officials who have been
designated by the Head of the UA for this purpose.
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(2) For U S. citizens with prior industrial PCL's, an interim
SECRET PCL may be granted to a U S. citizen enployee who previously has been
issued a LOC for a final SECRET or TOP SECRET clearance when there has been a
| apse in enploynment for nore than 12 but within 25 nmonths since termnation of
t he enployment for which the LOC was issued, provided the enployee has been sub-
sequently enployed in a position requiring access to SECRET information.
Prior to granting an interim SECRET PCL, DI SCO shall: (i) obtain the contractor’s
certificate indicating the date the previous SECRET or TOP SECRET cl earance was
i ssued and by whomit was issued; (if) conduct a satisfactory review of the
DD Form 48 and the files of the DCII, and (iii) initiate a request for a current
NAC . Special authorization as to the need for granting an interim SECRET
PCL fromthe contracting UA is not required.

(3) Imigrant aliens may not be authorized.

f CONFI DENTI AL Personnel Security C earances.

(1) For U S. citizens (personnel prescribed in paragraph 2-113
for FCL's and personnel required tobe cleared by the governnent under
par agraph 24a, IsM), a NAC is required.

(2) For US. citizens (contractor enployees other than those
|isted in paragraph (1) above), the contractor will clear such personnel in
accordance with the provisions of paragraph 24b, 1SM., Such cl earances may be
revoked by DISCOin the event the contractor nade an admnistrative error in
granting the clearance or there is a bar to such a clearance, unknown to the
contractor, which would have precluded its grant.

(3) For Immgrant aliens, a BI is required (see d(2) above
and paragraph 2-327 for additional requirenents ).

8. | nt eri m CONFI DENTI AL Personnel Security C earances.

(1) U S. citizens (personnel prescribed in paragraph 2-113 for
FCL's, personnel who will require. access to KATO CONFI DENTI AL i nformation, and
personnel required to be cleared by the governnent under paragraph 24a, ISM) --
the contracting officer of the UA may request DI SCO to grant interim CONFI-
DENTI AL PCL's when it has been- determ ned that performance of the full
i nvestigative requirenents prior to granting access to CONFI DENTIAL infor-
mation to an individual wll result in crucial delays in precontract negot -
lations or the award or performance on a contract. A review of the DD Form 48
and a check of the files of the DCII pending conpletion of the NAC is
authorized as a basis for an interi m CONFI DENTI AL PCL.

(2) U S citizens with prior industrial PCL's —an interim
CONFI DENTI AL PCL may be granted to a U.S. citizen enployee who previously had
been issued a LOC for a final CONFI DENTI AL, SECRET, or TOP SECRET cl earance,
when there has been a lapse in enploynent for nore than 12 nmonths but within
25 months since termnation of the enploynent for which the LOC was issued,
provi ded the enpl oyee has been subsequent 1y enployed in a position requiring
access to CONFIDENTIAL information. Before granting an interi m CONFI DENTI AL
PCL, DI SCO shall: (1) obtain the contractor’s certificate indicating’ the date
t he previous CONFI DENTI AL, SECRET, or TOP SECRET clearance was issued and by N
whomit was issued; (if.) conduct a satisfactory review of the pb Form 48 and a
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check of the files of the DCII; and (iii) initiate a request for a current
NAc . Special authorization as to the need for granting an Interim
CONFI DENTI AL PCL fromthe UA is not required.

(3) US citizens (contractor enployees other than those
listed in paragraphs (1) and (2) above) may not be authori zed.

(4) Immgrant aliens may not be authorized.

h. Prior Investigations Conducted by DoD |nvestigative O ganizations.

In nmost instances reinvestigation is not required if an individual: (i) has
“had no break in enmploynment or clearance with a cleared facility which is
greater than 12 nonths, (ii) has had a previous personnel security investiga-
tion conducted by an authorized DoD investigative organization which essen-
tially is equivalent in scope to an investigation required by this regulation,
and (i1ii) has not had any substantive adverse information from any source
identified to DISCO.. There is no time limtation as to the acceptability of
such prior investigation, subject to the provisions of. paragraph 2-313 or
other simlar special progranms having specified investigative requirenents.

In instances when the individual has had a break in enployment or clearance in
excess of 12 nonths, or there is no previous investigation, an appropriate
investigation must be requested. |f there is an appropriate prior

| nvestigation, but adverse information becones known, an investigation shall
be requested to substantiate or disprove the adverse information.

2-309 Conversion of Cearances for Cvilian and Mlitary Personnel of the
Department of Defense and Certain Qther Governnmental Agenci es.

a. User Agency and ot her Executive Branch C earances.

(1) PCL's issued by a UAto civilian or mlitary personnel
who are U.S. citizens may be converted to industrial PCL's as follows:

(a) top level civilian or mlitary personnel —18 nonths
fromthe time of separation from active federal service;

(b) retired civilian and mlitary personnel of any grade
wth 19 years or nore of federal service —18 nonths fromthe date of
retirement from active federal service;

(c) for other civilian or mlitary personnel separated or
retired fromactive federal service -- 12 months fromthe tine of separation
or retirement from active federal service; and

(d) National Guard and Reserve mlitary personnel who *
actively participate in the Ready Reserve Program are processed for secur- *
ity clearances by the MIlitary Departnents in accordance with the procedures *
for active duty mlitary personnel as referenced in DoD 5200. 2-R (reference *
(rr)). Such security clearances are valid for conversion to industrial "
PCL's. (earances granted to such personnel who have transferred to the *
standby or retired Reserve al so may be converted to industrial BCL's within *

12 nonths of a person’s being placed in the standby or retired Reserve.
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. (2) Top level civilian personnel are defined as presidential
appoi ntees, civil service appoi ntees of the super grades (Gs-16 and above),
and menbers of industry advisory conmttees who have been duly appointed by
the head of the UA. Top level mlitary personnel are those of the general and
flag officer ranks.

3) On receipt of a contractor’s request for a PCL of a *
stated |level for present or former civilian enployees of governnent, or

mlitary personnel on active service or in the Ready Reserve Program
(National Guard and Reserve), DISCO shall check with the follow ng, as
appropriate, for information as to the present or forner security clearance
of the individual and its investigative basis. The DI SCO shall request to
be advised of any information which indicates that continuance of the clear-
ante for access to classified information may not be clearly consistent with
the national interest. (A mlitary TOP SECRET clearance based on a NAC pl us
15 continuous years of mlitary service or conbined mlitary and governnment
service is a valid basis for converting such clearance. However, mlitary
TOP SECRET cl earances issued prior to February 15, 1962, may be converted to
i ndustrial security clearances when based upon a NAC and 10 continuous years *
of service. In such cases, a Bl is not required for conversion purposes. *
However, upon conversion of the clearance action, DI SCO shall initiate *
immediate action to satisfy the current investigative requirenments of DoD x
5200. 2-R (reference (rr)).

I A . . T R

>

(a) For forner top level civilian enployees of t*he *
federal government and miiitary personnel, check w th PSCF.

(b) For former civilian enployees of the Ofice of the
Secretary of Defense, the Director for Personnel and Security, Washington
Headquarters Services, the Pentagon, Washington, D.C. 20301.

* ¥

(c) For current and former civilian enpl oyees or mili-
tary personnel of the Departnents of the Arny and Air Force, including the
Arny National Guard and Air National Guard, USA Reserve and USAF Reserve,
and al so for personnel in standby or retired Reserve, the DCII, Def ense
| nvestigative Service, Personnel Investigations Center, P.0. Box 1211,
Baltimore, MD 21203. Personnel security clearances granted by the Depart-
ments Of the Arny and Air Force are centrally recorded in the DCII.

* s+ ¥ o X

*

(d) For current and former mlitary personnel of the
Navy, including the USN Reserve, and also for personnel in the standby or
retired Reserve, the Commander, Naval M litary Personnel Command (Code NMPC
(81) /Pers-81), Washi ngton, D.C. 20370.

w ¥ K %

(e) For current and fornmer mlitary personnel of the
U.S. Marine Corps, including the USMC Reserve, and al so for personnel in the
standby or retired Reserve, the Commandant, Headquarters, U S. Marine Corp,
(Code MMRB-20), Washi ngton, D.C. 20380.

* * % F

(f) For former civilian enployees of the Navy and the
Marine Corps, the Security Officer of the activity where the individual had
been | ast enpl oyed. F
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For f ormer civilian enployees .of the the National
Aeronautics and Space Administration, the Director, NASA Security Of ice,
ATTN : NS, National Aeronautics and Space Adm nistration, \Washington, D. C
20546. (DISCOw Il identify the Field Center involved. )

(h) For former civilian enployees of GSA, the Director,
Of ice of Internal Security, General Services Adm nistrate ion, WAshington,
D.C. 20405.

(i) For former civilian enpl oyees of Departnent of
State, the Chief, D vision of Domestic Operations, Ofice of Security,
Departnent of State, Washington, D. C.  20520.

For former civilian enployees of Departnent of
Commerce, the Director, Of ice of Security, Department of Commerce,
Washington, D. C.  20230.

(k) For former civilian enployees of the Snall Business
Adm nistration, the Security Of icer, Ofice of the Inspector CGeneral, Small
Busi ness Adm nistration, Washington, D. C.  20416.

(1) For forner civilian enployees of the National
Sci ence Foundation, the Security Oficer, Of ice of Personnel, National
Sci ence Foundation, Washington, D. C 20550.

(m For former civilian enployees of the Departnent
of Treasury, The Assistant Director of Personnel (Personnel Security)
Treasury Departnent, Washington, D. C.  20020.

(n) For former mlitary personnel of the Coast Guard,
the Chief, Intelligence and Security Division, Ofice of Operations, US.
Coast @uard, Washington, D. C. 20593.

(o) For former civilian enployees of the U S. Coast
Quard, the Chief, Personnel Security Branch, Personnel Service Divi sion,
U S. Coast Cuard, Washington, D. C.  20593.

For former civilian enployees of the Departnent of
Transportation, the Director, Of ice of Security, Departnent of Transporta-
tion, Washington, D.C. 20590.

For former civilian enployees of the Departnent of
Agriculture, the Chief, Security, Enployee Managenent and Training Staff,

Of ice of Personnel, Departnent of Agriculture, Admnistration Building,
Washi ngton, D.C. 20250.

(r) For former civilian enployees of FEMA, the
Director, Of ice of Security, Federal Energency Managenent Agency,
Washington, D. C.  20472.

(s) For former civilian enployees of the Departnment of
the Interior, the Chief, Enforcement and Security Managenent Division,
Of ice of Admnistrative Services, Departnment of the Interior, WAshington,
D.C. 20240.
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(t) For former civilian enployees of the Department of
Labor, the Director, Personnel Minagenent, Ofice of the Assistant Secre- .
tary for Admnistration and Management, Departnent of Labor, Wshington,
D.C. 20210.

(u) For former civilian enployees of EPA, The Assi stant
| nspector General, Ofice of Managenent and Technical Assessment, Environ-
mental Protection Agency, Washington, D.C. 20460.

(v) For former civilian enployees of the Federal
Reserve System the Chief of Security, Division of Support Services, Board
of Governors, Federal Reserve System Washington, D.C. 20551.

(w) For-former civilian enployees of the Departnent of
Justice, the Director, Security Staff, Departnent of Justice, Washington,
D.C. 20530.

(x) For fornmer civilian enployees of the U S. Arns
Control and Di sarmament Agency, the Security Oficer, US. Arnms Control and
Di sar manent Agency, Washington, D.C. 20451.

(Y) For former civilian enployees of the Wite House
Ofice staff and those persons” cleared by the Wite House, the \Wite House,
ATTN . Security O fice, Washington, D.C. 20500.

(z) For former civilian enployees of the GAO the
Director, Ofice of Security and Safety, U S. General Accounting Ofice,
Washi ngton, D.C. 20548.

(aa) For fornmer enployees of the USIA the Director,
Office of Security, United States Infornation Agency, WAshington, D.C.
20547,

(4) Following the verification of previous PCL, a LOC for the
appropriate |evel shall be issued by DISCO to the facility, provided:

(a) the investigative basis neets the current require-
(r

ments of DoD 5200.2-R (reference (rr)), and

.(b) the former clearing authority reports there is no
information indicating that continuance of the clearance is not clearly
consistent with the national interest.

(5) Applications for conversion of clearance are made by
subm ssion of DD Form 48-3. In addition, except in the case of individuals
currently enployed by the federal government or on active mlitary duty, the
application shall include an exact reproduction of Standard Form 50, “Noti -
fication of Personnel Action,” in the case of fornmer civilian enployees of
the governnment, or DD Form 214, “Certificate of Release or Discharge from
Active Duty,” 1im the case of fornmer mlitary personnel. However, the
| ndi vi dual being considered for a PCL shall be required to acconplish all
forma required by this regulation for an individual with no previous clear-
ance when:
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(a) the basis of the investigation does not neet the *
current requirenments of DoD 5200.2-R (reference (rr)); *

(b.) the clearance requirenent is for a higher |evel than
Is reflected 1n the cl earance records;

(c) there has been a greater |apse of tine than that set
forth in paragraph a above;

(d) there is information which indicates that granting of
a clearance may not be clearly consistent With the national interest; aor

(e) the DISCO is unable to verify the prior clearance,
determne the investigative basis thereof, or obtain an answer to the question
as to whether continuation of the clearance may be clearly consistent with the
naticral i nterest.

b. Departnent of Energy (DOE) and Nuclear Regul atory Commi Ssion

(NRC) Clearances. The "Q and “L" clearances granted by DOE and NRC are

consi dered acceptable for issuance of a DoD industrial PCL. The “Q clearance

i's considered an authoritative basis for a DoD clearance at the TOP SECRET

| evel and the “L” clearance is considered an authoritative basis for a DoD

clearance, at the SECRET level. A contractor may request a DoD industrial PCL

for an enployee who currently has a “Q or “L” PCL or previously held such a
--=~.  clearance, when there has not been a |apse of nore than 12 nonths since

termnation of the PCL. Application for a DoD industrial PCL based on a "Q"

or “L" clearance may be made by submtting one copy of the pp Form 48-3 to

DISCO.  The “Job Title and Description of Duties” block in part 1 of the DD

Form 48-3 will be annotated: “DOE (or NRC) 'Q' (or ‘L’) Conversion

Requested.” The “Q@ or “L” nunber, if known, Will be indicated. Prior to

i ssuing a LOC to the contractor, DISCO will obtain verification of the “Q “or

“L” clearance, the date the investigation was conpleted, the nane of the

i nvestigative agency and case file nunber, if available, and a statement from

DOE or NRC that no derogatory information has devel oped since the clearance

was granted which has not been resolved. DI SCO can obtain the required

information by witing to: (i) Director, Safeguards and Security, U S.

Depart nent of Energy, Washington, D.C. 20545, or (li) Director, Division of

Security, U'S. Nuclear Regulatory Conm ssion, Washington, D.C. 20555.

c. The contractor will be advised that the individual being
considered for a PCL nust acconplish all forns required by this regulation for
an individual with no previous clearance when:

(1) the existence of “@Q or “L” clearance cannot be verified,

(2) there has been a | apse of nore than 12 nonths since
termnation of the clearance, or

(3) the required statenent that no unresolved or derogatory
i nformation has devel oped since the clearance was |ssued is not received from
DOE or NRC. (If a statement is received that unresolved or derogatory
s information has been developed, it will also be necessary to request the

7 contractor to have the enployee conplete all forms necessary for an initial
cl earance request.)
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d. Investigations Conducted and Cl earance Ganted by O her

Agenci es of the Federal Governneni. VNWenever a prior rnvestigatlon or per-
sonnel security determnation (iIncluding clearance for access to information
classified under Executive Order 1-2356 (reference (W) of another agency of
the Federal - Government neets the investigative scope and standards of DoD
5200. 2-R (reference (rr)), such investigation or clearance may be accepted
for the investigative or clearance purposes of the Regulation, provided that
the enploynment with the Federal agency concerned has been continuous and

t here has been no break |onger than 12 nmonths since conpletion of the prior
i nvestigation, and further provided that inquiry with the agency discloses
no reason Why the clearance should not be accepted. |If it 1s deternined
that the prior investigation does not nmeet the provisions of this paragraph,
suppl emental investigation shall be requested. The procedures provided in
paragraphs a(4) and (5) above apply.

% k% sk % * o ok Kk K ¥ ok % %

2- 310 Mnistrative Termnation of Personnel Security C earances.

a. Requests for admnistrative termnation of PCL's submtted to
DI SCO i n accordance with paragraph 29a, 1IsM, shall be reviewed for accuracy and
conpl eteness. If the “Personnel Security Cl earance Change Notification” (DI SCO
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g
For m 562) has been signed by the contractor and the enployee, DI SCO wil|
reflect the change in the PSCF and the date the admnistrative termnation
action was conpleted. The DISCO will advise the contractor by automated
letter of the conpleted action. Contractor-granted CONFIDENTIAL clearances
which are admnistratively termnated will be handled in accordance with the
requirements outlined in paragraph 29, |SM

b. \Wen the DUSD(P), ATTN.  DSP&P, or higher authority, determ nes
that a PCL or PCL action in process was requested or granted in error or is no
| onger required, he or she may, at his or her option, direct an admnistrative
termnation of such clearance or clearance action in process wthout prejudice
to the individual concerned or jeopardy to the individual’'s enployer’s
operations. The DI SCO shall advise the CSO, the contractor, and the
i ndi vidual concerned, as appropriate, that:

(1) the PCL or PCL action in process is being admnistratively
term nated because it was initiated or issued in error or is no |longer required;

. (2) the action in no way reflects adversely on the individual
or his or her personnel security eligibility, and

(3) the provisions of this paragraph shall not operate to con-
flict Wt h paragraph 2-308£(2).

o The DI SCO records shall be annotated to reflect the action taken. PCL'S or
PCL actions so termnated nmay be revalidated in accordance with procedures
established in paragraph 29, 1sM.

c. |If the request submtted to the CSO pertains to an OODEP, it will
be reviewed to ensure that the request is justified and the individual is an
OODEP who is excludable. If the request is proper, DI SCO Form 562 wll be
annotated to reflect that the CSO concurs in the recommendation and then be
forwarded to DISCO with one copy of the organization’s mnutes required by
paragraph 22e(1), ISM  The CSO wi || also amend the FCL records, as appropriate,
prior to forwarding the DI SCO Form562to DI SCO. The DI SCO wi | |:

(1) change the PSCF to reflect the date of the requested
action, and

(2) advise the contractor by autonated letter of the conpleted
action,

d. If a case is referred to the CSO in accordance with paragraph
29e, ISM the enployee will be requested (certified nmail, return receipt
requested) to show cause within 30 days as to why the recomended action
shoul d not be conpleted. If the individual fails to respond wthin 30 days
fromrecei pt of such request to show cause, the failure to respond wll be
considered a valid indication that the enpl oyee no |onger objects to the
admnistrative termnation of his or her clearance and the case shall be
referred toDl SCO for appropriate action. If the individual presents
justification for retention of clearance, which in the judgnent of the CSO is

. adequate, the contractor and the enployee shall be advised that the request
o+ for admnistrative termnation is not approved and the clearance shall remain
in effect. If, in the judgment of the CSO the enpl oyee has not submitted “’
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adequate justification, the case, with appropriate rationale and
recomendati ons willi be referred to the Director, DIS, ATIN: Deputy D rector
(I'ndustrial Security) for final determnation. The Director, DIS, ATTIN:
Deputy Director (Industrial Security) wll notify DI SCO the CSO the
contractor, and the enployee of the final decision in the matter. The -
Director, DIS will make-the final determnation gn admnistrative termnation
of PCL cases in which the enployee has objected to termnation action.

2-3i1 Adm ni strative Downgradi ng of TOP SECRET Personnel Security d earances.

a. Requests for administrative downgrading of TOP SECRET PCL's
subm tted by contractors pursuant to paragraph 30, IS¥, hall be reviewed by
DI SCO for conpl eteness and accuracy. 1f the DISCO Form 562 is conplete and
signed by the contractor’s FSO, the DISCO will make the necessary change to

the PSCF and will advise the contractor by autonated letter of the downgradi ng
action.

b. The DISCOw || reinstate TOP SECRET PCL's which have been
downgraded to a lower level, provided a requirenent for such access exists and
there has not been a |apse of nore than 24 nonths fromthe date of the
downgrading action. On receipt of a properly conpleted and signed DI SCO Form
562 requesting a reinstatement of clearance, the DISCO wll nake the required
change ir the PSCF and advise the contractor of the date of the reinstatenent
by issuance of a new LOC for TOP SECRET. The new LOC will bear the date of
t he upgrading action.

C. Wien there has been a | apse of nore than 24 nmonths fromthe
date of the downgrading action, DISCOw || issue anew LOC, provided the
| ndi vi dual has been continuously enployed by the sane contractor since the
date of the downgrading action and a valid need exists for the TOP SECRET
clearance. 1f the contractor knows of no questionable or adverse informtion,
the contractor shall make application for the new LOC by submtting one copy
of DD Form 48-3 to DISCO  |f the DISCO review of the DD Form 48-3 and ot her
sources confirns that there is no adverse information present and the
i ndi vidual has had a BI conducted at any time during his or her enploynent
with this contractor, a new LOC will be forwarded to the contractor. 1In the
event the case Involves adverse information, an Investigation wll be
requested to substantiate or di sprove the adverse infornmation.

2-312 RESTRI CTED DATA, Additional C earance Requirenents.

a. Wien access to CONFI DENTI AL RESTRI CTED DATA as defined in the
Atom c Energy Act of 1954 (reference (0)), as anended, is required by any
contractor enployee, other than one who has been cleared by the DoD based on a
NAC under the provisions of paragraph 24a, ISM, DI SCO will obtain a NAC

b. Requirenments for clearances for access to TOP SECRET or SECRET

RESTRI CTED DATA shall be in conformance with paragraphs 2-308b, c, or d, as
appl i cabl e.

C. | nt erim SECRET, interim CONFI DENTI AL, or contractor CONFI DEN-

w TIAL PCL's do not neet this requirement and their use for access to RESTRICTED
> DATA information is not authorized. Interim TOP SECRET PCL's are valid for

accesst 0 RESTRI CTED DATA no hi gher than SECRET.
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2-312.1 Requirenents for Access to CNWDI. A final TOP SECRET or SECRET PCL °

granted in accordance wth paragraph 2-312a, b, or c above, is valid for
access to CNWDI of the sanme or |esser security classification, provided the

| ndi vi dual has been given a CNWDI security briefing. In rare instances an

I mm grant alien may possess a unique or very unusual talent or skill that is
essential to the U S Governnent and not possessed to a conparable degree by
an available U S citizen. In such exceptional cases, an affirmative decision
shall be made that it is in the overall best interesta of the U S to grant
CNWDI access to an inmm grant salifem. In such cases the contractor nust submt
a request to the contracting officer wth full justification. |[f the
contracting officer determnes that the justification is appropriate in
accordance wth the foregoing criteria, the case wll be forwarded through
appropriate channels via the head of the UA to the DUSD(P), ATIN: DSP&P,

2-313 Requi renments for Access to Cl assified COMSEC | nformati on.

a. Access to classified COMSEC I nformati on may be afforded
U.S.citizens Who have been granted a final PCL by the U.8. Governnent and
have a need-to-know. An interim TOP SECRET clearance is valid for access to
'COMSEC i nformation; however, only at the SECRET |evel and bel ow. Contractor
enpl oyees who are inmgrant aliens are not eligible-for access to classified
COMSEC i nformation.

b. Bef ore a COMSEC account can be established and a contractor
may receive or P0sSsesS COMSEC material accountable to a COR individuals
occupying the positions of FSO, CQMSEC custodi an, and alternate COMSEC
custodi an nust possess a PCL based on a BI current within 5 years and have
been given a COMSEC briefing (see paragraph d below _11/. The BI relative
toa “Q clearance is acceptable provided it is current as required.

c. On receipt of a request froma contractor (see paragraph
15b, CSISM) for the basis of the current PCL granted to the FSO, the COMSEC
custodi an, and alternate COMSEC custodi an DI SCO shall accomplish the
fol | ow ng.

(1) Review the PSCF to ascertain the investigative basis and
the date the nost recent periodic reinvestigation was conpleted.

(2) Provide the contractor, with a copy to the contractor’s
CSO, the basis for the current PCL and the date of the BI, and, if
appropriate, the date of the |atest periodie reinvestigation.

(3) If an Individual occupying any of the three pesitions .
| dentified above has not been the subject of a BI current within 5 years,

request the contractor to submt a conpleted pd Form 49 and Fp Form 258.

11/ Until the required Bl's are favorably conpleted, a COMSEC account may be

“established to receive and hold SECRET COMSEC material. No nateri al
desi gnat ed CRYPTO shall be released to the account until conpletion of
the BI's.
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(4) On receipt of the DD Form 49 and FD Form 258, dinit-
| ate action to0 obtain acurrent BI.

(5) If the BI is favorable, annotate the individual's PSCF
and forward notification to the contractor wwth a copy of the notification
to the contractor’s CSO

d. The DI SCO shall be responsible for initiating actionto
provide for the required update of the BI by requesting the contractor whose
enpl oyee (s) are involved to process new clearance forns 6 nouths prior to
the 5-year anniversary date of the previous BIL.

e. A representative of the U S. Governnent shall brief the FSQO,
t he COMSEC custodian, and the alternate custodian. If the briefing is not
conducted by the CSO the governnent representative that conducted the
briefing shall provide the CSO witten notification upon conpletion of the
briefing. Qther contractor enployees wll be briefed by the Fs0, t he COMSEC
custodi an, alternate COMSEC custodi an, oranother appropriate individual
designated in witing by the F80 prior to being authorized accessto classi-
fied COMSEC information. (For contractor activities on a UA installation,
the provisions of paragraph 1-108, ISR, apply.)

2- 314 COMSEC Briefing and Debriefing Requirenents.

a. Al'l contractor personnel who require access to classified
COMSEC information in the performance of their duties shall be briefed be-

fore access is granted. The FSO, the COMSEC custodian, and the alternate
custodian wll be briefed by government representatives as set forth in
paragraph 2-313. Qher contractor personnel will be briefed by the

contractor. The purpose of the briefing is to ensure that the enployee
under st ands:

(1) the unique nature of COMSEC information and its unusual
sensitivity,

(2) the special security requirements for the handling and
protection of COMSEC infornation, and

(3) the penalties prescribed in Title 18, U.S.C.,§§ 793, 794,
and 798 (reference (an)), for willful disclosure of COMSEC information.

b. Al personnel having access to COMSEC i nformation shall be
given a periodi c rebriefing at | east annually. The debriefing will be
conducted by those individuals designated in paragraph a above to give the
initial briefings. These briefings shall enphasize particularly any secu-
rity deficiencies noted during recurring inspections.

C. The FSO, COMSEC custodian, and alternate custodian shall be
given an oral debriefing by a representative of the U S. Governnent within
. 90 days after the need for access to COMSEC i nformati on is di scontinued. 1f
= one of these individuals remains enpl oyed, the contractor shall submt a
"/ report to DI SCO providing the person’s nane and social security nunber and
advi sing that the individual no [onger requires a BI, current wthin 5
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years, for access to COMSEC inf ormation. Other enployees shall be given an
oral debriefing by the contractor. The contractor shall maintain a record
of all debriefings for a mninmmof 3 years.

2-315 Addi tional Requirements for SENSI TI VE COMPARTMENTED | NFORVATI ON
Mat eri al .

a. The provisions of the 18M apply to research, devel opnent, and
production of SENSI| T| VE COMPARTMENTED | NFORMATION. I n addition, special
security requirenents supplenent ing the ISM may be prescribed by a UA for
SENSITIVE COVPARTMENTED | NFORMATI ON contracts.  For SENSI TI VE COVPARTMENTED

| NFORVATI ON cent racts awarded by mlitary department procurenent activities on
behaif of the NSA, the NSA will prescribe the special security requirenents.

b. In the caae of SENSITI VE COVPARTMENTED | NFORMATI ON contracts
awarded by mlitary departnent procurenent activities for NSA, NSA shall be
responsi bl e for exercising security controls over the contract.

C. Wien access to NSA SENSI TI VE COVPARTMENTED | NFORVATI ON nateri al
or information is involved, special procedures for processing clearances shall
be as prescribed by NSA.

d. Per sonnel access authorizations for SENSI TI VE COMPARTMENTED
INFORMATION shal |l be processed in accordance w th paragraph 1-305d.

e. In the case of SENSI TI VE COVPARTMENTED | NFORMATI ON contracts
awarded by and for a UA, an activity designated by the UA, shall be responsible
for exercising security controls over the contract..

f. Access to SENSITIVE COVPARTMENTED | NFORMATION wi |l be granted
to contractor enployees requiring access by the activity designated to exercise
security controls over the contract as provided above.

g. Denial or revocation of authorization for access to SENSI Tl VE
COVPARTMENTED | NFORMATI ON is not appeal abl e.

2-316 Denial of Admittance to User Agency Installations.

a. The provisigns of this regulation shall net be interpreted as
modi fying in any way the authority of the Commander or Head of a UA imstal-

lation t0 deny adm ttance of any individual to an installation under his or
her control.

b. A PCL under the DoD Industrial Security Program shall not be
requested for the purpose of determning an individual’s eligibility for

admttance to a UA installation when access to classified infornmation i s not
| nvol ved.

co Denials of admttance to a UA installation are not appeal able
under the DoD Industrial Personnel Security C earance Program

2- 317 intelligence Briefing and Debriefing Requirenents. The UA activity
controlling the contract and the activity to be visited by centractor enpl oyees
are responsi ble for complying With the applicable policy covering the rel ease
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of intelligence information to contractors and for advising contractors and
their enployees of restrictions pertaining to the reproduction, release,
dissemination, Oor di sposition of intelligence information given to the
contractors or their enployees. Briefing and debriefing requirenents in

addition to those inposed by paragraph 5g, ISM, shall be provided by, or in
accordance with, instructions.of the UA 12/.

2- 318 CONFI DENTI AL Security Cearances for Personnel of Colleges and

Uni versities. Before granting access to CONFI DENTIAL information to U S
citizens enployed by colleges and universities, the conpletion of a NAC with
favorable results is required. The provisions of this paragraph are not
retroactive. PCL's previously granted under the ol d-procedures remain valid
as long as the individuals continue to be enployed by the same college or

university. However, clearances granted under the old procedures are not
transferable.

2- 319 Types of Personnel Investigations. The types of personnel secur-
ity investigations required for the various personnel security clearance
actions are outlined in DoD 5200.2-R (reference (rr)). No ot her types of

i nvestigations are authorized.

a. NAC for Personnel. A check of specific national agencies for
informati on concerning the person who is subject to investigation. 1In the
event derogatory or questionabl e information concerning the individual is
discl osed by a NAC or by the applicant, the inquiry will be extended as
necessary to obtain such additional information as nay be required to sub-
stantiate or disprove the information. The DI SCO shall specifically direct
attention to derogatory information disclosed by the applicant in the PSQ to
t he Personnel Investigations Center (PIC) for appropriate use and transmtt al
to the designated investigative elenents when requesting’ a NAC

b. - Background Investigation. A BI is a thorough and conplete
investigation to develop information as to whether the access to classified
information by the individual being investigated is clearly consistent with
the national interest. It shall make inquiry into pertinent facts bearing on
the individual's trustworthiness, integrity, reputation, and loyalty to the
U*S. A BI shall be conducted in accordance with the DoD standards.on this
subject. It shall normally cover the 5-year period (15 years for an inm grant
alien) of the individual’s life inmediately preceding the investigation or
fromthe date of the individual’'s eighteenth birthday whichever is the shorter

period (but at least 5 years in the case of immgrant aliens regardl ess of
age), unless:

(1) derogatory information is devel oped in the course of the
i nvestigation, in which event the investigation shall be extended to any
period of the individual’s life necessary to substantiate or disprove the
i nformation, or

12/ The policy on the release of intelligence information is contained in
" ~ Director of Central Intelligence Directive No. 1/7 (reference). The
> directive is inplemented within DoD by DoD Instruction 5230.22. Rel ease
to contractors is defined in the directive as the visual, oral, or
physi cal disclosure of classified information.
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(2) additional investigation is specifically requi r'ed by
conpetent authority (for exanple, DI SCO DISCR, and Director, DIS).

c. Qher Investigations. \WWenever a prior investigation by any
I nvestigative agency of the fTederal governnment neets the standards prescribed
by the DoD, eligibility for clearance maybe determ ned under the conversion
procedures of paragraph 2-309 based on the review of the prior investigation,
provi ded that service by the enployee, in a cleared status, has been
continuous since that investigation wth no break in service longer than 12
nonths.  Such acceptance shall be conditioned upon an Inquiry by DISCO to the
previous enployer(s) which discloses no reason why the investigation should be
expanded or updated, Wwith the possible resulting requirenent for ‘adjudication
under the DoD Industrial Personnel Security C earance Program

2-319.1  User Agency Responsibility to Report Adverse Information. The Com
mander or Head of a UA activity shall report to DI SCO any adverse or quest-

i onable information which comes to his or her attention, concerning a con-
tractor enployee who has bean cleared, or is in the process of being cleared,
for access to classified i nformation, which may indicate that such access is
not clearly consistent with the national interest.

2- 320 Deni al, Suspension, or Revocation of Personnel Security C earances.

‘ a. In the event adverse information is devel oped by a review of
records Or investigation, the scope of the inquiry will be enlarged to the
extent necessary to obtain such additional information as may be required as a
basis to determ ne whether or not a PCL ny be granted. The DI SCO nay not deny
a PCL to a contractor’s enployee, but shall nake a recomendation to deny such
PCL when infornmation disclosed by an Investigation indicates that the granting
or continuance of a PCL is not clearly consistent wwth the national interest.
This recormendation, wth a report of all pertinent facts, shall be’ transmtted
promptly to the DISCR, OGC, OSD. A copy of the reconmendation shall be trans-
mtted pronptly to HQ DI S.

b. In the event adverse information is obtai ned concerning an
| ndi vidual who previously had been granted a clearance by the governnent or by
a contractor, an inquiry shall be initiated to obtain such additional information
as may be required as a basis to determne whether or not the clearance should
be revoked. Wen the information devel oped indicates that revocation appears
justified, DI SCO shall address recommendations to the DISCR, 06C, OSD. A copy
of the recomendati ons shall be transmtted pronptly to HQ DI S.

C. Wienever there is probabl e cause to believe, on the basis of
all the facts available, that interimaction is warranted in the interests of
national security, the PCL shall be tenporarily suspended pending a final
determ nation by DISCR, 06C, OSD. DI SCO or the CSO shall reconmend suspension
action to the Director, DIS, Attn: Deputy Director (Industrial Security).
These cases will be afforded the highest possible priority and acted on
expedi tiously. Suspension under this regulation shall be taken only by the
Director, DIS or, when absent, by the Deputy Director (Industrial Security),
HQ DI S after.coordination with the 06C, osp, and t he opusb(P). The authority
to invoke suspension action nay not be further delegated. On taking the
suspensi on action, DIS shall immediately notify: (i) the individual concerned
and provide reasons for the action, (11) the facility to which the LOC for the
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| ndi vi dual was granted, (iii) the CSO, (iv) DISCO, and (v) all concerned UA
and procurenment activities. The CSO shall request the facility to provide
positive assurance that the Individual wll not have, and can be effectively
excluded from access to all classified information in the possession of the
facility, and that all outstanding visit authorizations requiring access by the
| ndi vi dual have been canceled. The facility is to be placed on notice that

t he suspension of clearance is a tenporary action pending a final deter-
mnation by DISCR. In all cases where the suspension action involves an

OODEP, the eligibility of the FCL shall be reviewed. The CSO shall apply the
procedures as appropriate under paragraph 2-121d, the same as if DISCR had
taken the suspension action. The Director, DIS shall give top priority in '
conpleting the investigation of the case. A full report of the case shall be
made pronptly to the DISCR, OGC, OSD.

d. The withdrawal ofaninterim PCL as described in paragraph
2-301b, ISR, shall not be construed as denial, suspension, or revocation of
cl earance and referral of the case to the DISCR, OGC, OSD, is not required
prior to the completion of the investigation; however, the DISCR, OGC, OSD,
shall be notified pronptly of all such withdrawals of interimPCL and the
basis for it.

e. In the event a determ nation has been nade by DISCR to authorize
access to CONFI DENTIAL or SECRET information and a subsequent requirenent
devel ops for access to a higher classification |evel than was authorized by
DISCR, DI SCO shal |l request that the investigation be brought up to date and .
shal | submt the case together with a recomendation and a report of all
pertinent facts of the DISCR, 0GC, OSD for a determ nation with respect to
t he higher level of access requested.

f. In the event a determnation is nade under the procedure estab-
lished in DoD 5220.6 (reference (11)) that an individual is eligible for a
PCL, such clearance shall be granted by DISCO only if the requirenent for it
still exists, Wien the PCL is not granted, the contractor and the enpl oyee
concerned shall be advised of the individual's security eligibility for a PCL

and that such clearance can be revalidated in accordance w th paragraph 29,
| SM

g. Information developed in the course of official investigations
may be disclosed only to those who have an official requirenent for such
information. DoD policy strictly prohibits the disclosure of information
devel oped by official investigation to a contractor who is the enployer of the
subject of the investigation. Therefore, to ensure continuing conpliance wth
this fundamental requirenent, the follow ng guidance is provided.

(1) No unfavorable information on an individual being
consi dered for an access authorization shall be discussed or transmtted in
any manner to a representative of a conpany where such an individual is
enpl oyed.

(2) Any interrogation of, or discussions wth, enployees or other
persons during the course of an official inquiry or investigation of an enployee
shal | be conducted in such a manner as to avoid conveying to the person inter-

- viewed, to, the maxi num extent possible, the derogatory information that may have
cone to the attention of the DoD.
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(3) Particular care shall be exercised to avoid communicating,
either formally or informally outside official govermmeat channels, substan-
tive information of a derogatory nature pertaining to an individual who has
received a final favorable “determ nation.

2- 321 Access to NATO Classified Information. A final PCL granted by the DoD
for US. citizens is valid for NATO information of the same or |esser security
classification, provided the individual has been given a security briefing in
accordance with paragraph 85d, IsM. If access to COSM C/ TOP SECRET is invol v-
ed, the individual shall sign a certificate to the effect that he or she has
been briefed on his or her responsibilities for safeguarding COSM C TOP SECRET
information.  CONFI DENTI AL clearances granted by the contractor are valid for
access to NATO RESTRICTED information only. Interim CONFIDENTIAL or interim
SECRET cl earances granted by DI SCO are not valid for accessto COSM (J TOP
SECRET, NATO SECRET, or NATO CONFI DENTI AL information. An interim TOP SECRET
PCL is valid for access to NATO information classified no higher than SECRET.

| nm grant aliens or aliens issued reciprocal clearances are not authorized
access to NATO classified information (see paragraphs 20c, 24a(2), 31le, 85d,
and 86, 1IsM).

2-322 U.S. Security Assurances for U S Gtizens Under Bilateral Reciprocal
Security Agreements. \hen a foreign governnent with whom the DoD has entered
Into a bilateral reciprocal industrial security agreement (pursuant to
paragraph 2-117) desires that a U S. citizen be cleared for access to that
government’s information, DIS will follow the procedures established by the
appl i cabl e agreenent.

2- 323 Security Assurances for Nationals of Signatory Governnments Under
Bilateral Reciprocal Industrial Security Agreenents. \Wen a national of a
forel gn governnent which has entered into a “bilateral reciprocal industrial
security agreement with the DoD (paragraph 2-117) requires a PCL for access to
U S. classified information, DIS will follow the procedures established by the
appl i cabl e agreement. Persons granted reciprocal clearances under the pro-
visions of this agreement -are subject to the access limtations set forth in
paragraph 2-117a(l) through (7).

2-324 Requi renents of the Nuclear Weapon Personnel Reliability Program
(PRP).

a. Contractor enployees assigned to training for, or performance
of, duties in critical or controlled positions as defined in DoD Directive
5210.41 (reference (pp)) shall be screened, evaluated, and certified by the
certifying official in accordance with requirements and procedures set forth
in DoD Directive 5210.42 (reference (qq)).

b. Contractor enployees who are found not qualified under the PRP
shal | be so advised in witing of the reasons for their disqualification and
of their rights to request reviews by the reviewing official on an individual
basi s.

C. Certifying officials and reviewng officials, as defined in
reference (qq), shall be designated formally in witing.
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d. contracting officers shall include in contracts which involve
the Nuclear Weapon PRPthe requirenents and responsibilities of the contractor
as set forth in enclosure 2 of reference (qq).

2- 325 Reserved.
2- 326 Reserved.
2- 3271 |mm grant Alien Cearance for Access to SECRET and CONFI DENTI AL | nfor -

mation. On receipt of a contractor’s request for authority to process an immi-
grant alien for a SECRET or CONFIDENTIAL clearance, the contracting officer shall
forward the request to the appropriate official 13/ designated in appendix F,

DoD 5200.2-R (reference {(rr)). On receipt of the approval or denial of the

aut hori zation request by the designated official, the contracting officer

shall so forward the decision to the requesting contractor and provi de an

| nformation copy to DISCO (or to the ¢s0 if the immigrant al i en is an OODEP).

Cl earances granted to immigrant aliens are not transferable except im the case

of a MFO and will be admnistratively termnated on termnation of enploynment.

Part 4. MAINTENANCE OF FACILITY FILES AND DI SCO RECORDS

2-400 Appl i cati on.

a. Each CSO wil|l be responsible as the official and sole office of
record for the maintenance of all docunments and records pertaining to contractor
facilities under cognizance.

b. The DI SCO shall naintain clearance records pertaining to contractor
FCL and PCL actions.

2-401 Mai nt enance of Facility Folders. The file folder on each facility
shall contain all original documentation with respect to the facility te
include, but not limted to, the foll ow ng:

a. initial request for FCL and justification for retention or
continuati on;

b.- the DD Form 441 with DD Form 441-1, when applicable -- the CSO

of each facility of a MFO shall forward the or|g|nal DD Form 441-1 to the €SO
of the HOF,

¢t the Db Form 441s and all correspondence and associated
docunentation, including agreements and determ nations pertaining to FOC
factors iu the case;

d. data required on HOF or parent, if and when applicabl e;

3
& 13/ Non-DoD UA's shoul d ‘submit their requests to the Head of the UA or the
appropriate designee.
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e. actions by boards of directors or similar executive bodies, as =
prescribed by paragraph 2-113;

f the DD Form 374;

g. D18 FL 381-R and all relevant correspondence pertaining
t her et o;

h. the DIS Forns 1149 and 1150, when used:;
i. the DIS Form 1148, when used; and

je al | relevant documentation, whenever the FCL has been denied,
suspended, or revoked for cause in accordance with paragraph 2-113 of this
regul ation.

2-402 Responsi bilities of the Cogni zant Security Ofice.

a. In addition to naintaining the file folder with contents as
described in paragraph 2-401 above, the CSO shall be responsible for ensuring
that the very latest security inspection results are available in order to

pronptly provide UA's and other requesters Information in connection with the

current clearance status and ability to physically safeguard classified
mat eri al .

b. CSO's shall be responsible for pronptly forwardi ng a legible copy -
of DIS Form 553 to DISCO under the follow ng circunstances:

(1) when initiating a FCL;
(2) when granting an interim FCL;
(3) on granting a conpleted FCL;

(4) when there is a significant change in the facts pertaining
to a facility such as a change of name, address, ownership, or level of the
FCL ;

(5) on invalidating a FCL;
(6) ‘when processing an invalid FCL to a valid status; and

(7) on downgrading or termnation of a FCL under paragraphs
2-111 or 2-119,o0r on suspension or revocation of a FCL under paragraph 2-121.

C. Wien a FCL action is reported to DISCO, the interim pending, or
conpl eted nature of the actionshall be clearlyi ndi cated. \Wen a DI'S Form 553

super sedes one previously submtted to DISCO this shall be clearly indicated
on the new card.

d. cs0's shall be responsible for pronptly forwarding to DI SCO any
information received froma contractor concerning:
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(1) termnation of an enployee, indicating the reason for
termination;

(2)the el evati on of a cleared enpl oyee to the position of an
OODEP, or the deletion of a cleared individual froma position of an OODEP
when the PCL 1s to be retained at the current level; or

3)refusal of a term nated enployee to sign the security
termnation statenment as prescribed by paragraph 5g, ISM, provided the inquiry
required by paragraph 5-106 indicates that the refusal was deliberate. The
CSO shall report the reason for termnation of enploynent, the circunstances
surrounding the individual’'s refusal to sign the termination statement, and the
identification of the activity where the report .of theincidentis filed. |If
the failure to sign the termnation statenent wasduetoan omission during the
termnation proceedings ascontrasted with a refusal to do so, this fact shali
be clearly indicated on the report submtted to DISCO.

2-403 Responsi bilities of D SCO

a.\When contractor personnel arecleared for access to classified
information by DI SCO such information will be nade a matter of record in the
PSCF . D1sco will verify PCL statue only to cleared DoD contractors, UA's, and
ot her’ aut hori zed governnent agenci es.

b. On notification of the death or termnation of enpl oynent of
<~ such cleared contractor personnel, DISCO shall make such information a matter
- of record in the file.

c. DISCO shall al so annotate its records and maintain the file to
reflect any change in the clearance status of the contractor enployee, including
such actions as suspensions and revocati ons.

d. On receipt of the DIS Form s553fromthe €SO, DI SCO shal |l enter
such information into its record system DISCO shall update its records, as

appropriate, on receipt of any subsequent DIS Forms 553 submitted by the CSO
on the facility.

2-404 Use of Information.

a. Awthorized requesters may obtain verification of PCL's on con-
tractor persomnel by submitting requests for such information to DI SCO which -
adequately identifies the individual as follows: the individual’s |ast nane,
first name, mddl e name, date and place of birth, and social security nunber
if known. The DD Form 555 may continue to be used for this-purpose.

b. Requests for information pertaining to contractor facilities
are to be submtted to the appropriate CSO
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